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Abstract: With the rapid advancement of sensor technologies and ubiquitous mobile intelligence, Mobile Crowdsensing (MCS)
has become an effective paradigm for large-scale sensing tasks. It overcomes the limitations of traditional fixed sensing in-
frastructures while enabling low-cost and flexible data collection. However, practical MCS deployment still faces significant
challenges. Conventional privacy-preserving approaches often suffer from high computational overhead or degraded data util-
ity. Most existing recruitment methods assume prior knowledge of worker reliability, rendering them ineffective for unknown
workers. Moreover, static task allocation strategies fail to adapt to the heterogeneous and dynamic characteristics of real-
world sensing tasks. To address these limitations, we propose PRIME (Privacy-preserving Recruitment and Incentive-driven
Multi-task allocation with freshness awareness), a privacy-enhanced framework for efficient unknown worker recruitment in
heterogeneous Mobile Crowdsensing. The framework incorporates a lightweight privacy-preserving mechanism based on en-
coding and masking techniques to ensure both data integrity and secure transmission. In static scenarios, the recruitment process
is modeled as a Combinatorial Multi-Armed Bandit (CMAB) problem with a bidirectional arm structure that jointly considers
task requirements and worker preferences. A collateral function is introduced to mitigate the risk of malicious data submis-
sion. In dynamic scenarios, an optimal task allocation strategy is designed to account for system constraints and heterogeneous
worker behaviors, thereby maximizing overall system utility. Extensive experiments on both synthetic and real-world datasets
demonstrate that PRIME outperforms state-of-the-art baselines in privacy protection, recruitment effectiveness, and overall
system performance.

Keywords: Mobile Crowdsensing; Privacy Protection; Unknown Workers; Collateral Function; Task Allocation
https://doi.org/10.64509/jicn.22.106

1 Introduction

With the rapid development of sensor technologies and smart
mobile devices [1, 2], portable intelligent devices have be-
come indispensable in daily life. These devices enable indi-
viduals to collect multimodal data, thereby accelerating the
advancement of Mobile Crowdsensing (MCS). Unlike con-
ventional static sensor networks that require extensive prior
deployment, MCS harnesses a large, naturally distributed
population of mobile workers to fulfill sensing tasks. This
paradigm offers low deployment cost, real-time sensing ca-
pability, wide coverage, and high efficiency, and has found
broad applications in environmental monitoring [3], smart
cities [4], traffic planning [5], and social recommendation [6].
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A typical MCS system comprises three entities: task re-
questers, the crowdsensing platform, and mobile workers.
Task requesters publish sensing tasks via a cloud-based plat-
form, which assigns them to suitable workers. Workers then
perform the tasks, upload collected data in return for re-
wards, and the platform delivers the aggregated results to the
requesters [7]. As the scale of workers and tasks expands,
interactions among these entities risk exposing sensitive in-
formation, raising significant privacy concerns. Consequently,
privacy-preserving task allocation has emerged as a critical
challenge in MCS [8].

Task requesters demand high-quality sensing data, yet
worker quality is inherently heterogeneous and may vary
across tasks. Moreover, the collection, transmission, and

© 2026 The authors. This article is an open access article distributed under the terms and conditions of the Creative Commons Attribution (CC BY) license

(https://creativecommons.org/licenses/by/4.0/).


https://doi.org/10.64509/jicn.22.106

Liu et al. / J. Intell. Comput. Netw. 2026 2(2):30-44

processing of user data can inadvertently reveal sensitive at-
tributes such as location and behavioral patterns. Although
privacy-preserving mechanisms mitigate these risks through
encoding and masking prior to upload, they complicate
worker evaluation and recruitment [9]. To tackle this issue,
Multi-Armed Bandit (MAB) models have been increasingly
employed for online worker quality learning and adaptive
recruitment under uncertainty [10—12]. These approaches bal-
ance exploration of new workers with exploitation of known
ones, thereby improving long-term sensing quality while
reducing regret from suboptimal decisions.

In addition to data quality, task timeliness plays a pivotal
role in many MCS applications, such as traffic monitoring
and environmental assessment, where strict deadlines apply.
The Age of Information (Aol) metric has thus been intro-
duced to quantify information freshness [13, 14]. Integrating
Aol into worker evaluation and task allocation enhances task
freshness, completion efficiency, and resource utilization.

Despite these advances, a notable gap persists between
static learning and dynamic allocation. Privacy-preserving
recruitment, quality-aware learning, freshness-aware schedul-
ing, and incentive mechanisms are frequently investigated in
isolation. Few studies have examined how knowledge ac-
cumulated from privacy-preserving static scenarios can be
effectively transferred to dynamic multi-task allocation while
simultaneously addressing freshness requirements, worker
preferences, and budgeted incentivess [15]. In practice, how-
ever, MCS platforms must progressively learn worker char-
acteristics under privacy constraints in static settings and
subsequently leverage this knowledge for robust allocation in
dynamic environments.

This paper studies the problem of task allocation from
the perspective of worker interactions in both static and
dynamic scenarios. It proposes PRIME (Privacy-preserving
Recruitment and Incentive-driven Multi-task allocation with
freshness awareness), a unified framework that integrates
privacy-preserving evaluation, quality-aware and Aol-aware
learning, bidirectional preference learning, and incentive de-
sign. In static scenarios, the platform employs an MAB-
based recruitment mechanism to continuously learn worker
quality and information freshness, gradually converting un-
known workers into known ones. A collateral-based penalty
mechanism further enhances recruitment reliability by dis-
couraging infeasible or malicious behavior under coverage,
capacity, and budget constraints. In dynamic scenarios, the ac-
cumulated knowledge guides proactive sensing and reverse-
auction-based task allocation amid multi-task competition.
Overall, PRIME improves system utility, stabilizes recruit-
ment through progressive learning, and fosters cost-effective,
preference-consistent participation in dynamic MCS environ-
ments.

The main contributions of this paper are as follows:

* We design a Spatial Generalization-based Double-sided
Cryptographic Encryption for Candidate Selection (SG-
DCE) mechanism for bilateral location privacy-preserving
worker evaluation and candidate filtering. By encoding
raw locations into privacy-preserving grid representations,
the platform estimates spatial relevance without accessing
sensitive location data directly.
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* We propose a quality-aware and Aol-aware online recruit-
ment mechanism with bidirectional preference learning. A
Combinatorial Multi-Armed Bandit (CMAB)-based pro-
cess explores new workers and exploits known workers
under privacy protection, while worker preferences are
adaptively updated via bidding feedback to enhance recruit-
ment robustness and matching accuracy.

* We formulate dynamic task allocation as a system util-
ity maximization problem under coverage, capacity, and
budget constraints, and develop a genetic-algorithm-based
reverse auction with a critical-pricing-inspired payment
rule to enable cost-effective and truthful participation.

The remainder of this paper is organized as follows.
Section 2 reviews related work. Section 3 presents the sys-
tem overview, introduces the system models, and formulates
the system utility maximization problem. Section 4 details the
proposed PRIME framework, including privacy-preserving
candidate filtering, quality-aware and Aol-aware secure re-
cruitment, and dynamic task allocation with proactive mo-
bility guidance. Section 5 reports simulation settings and
performance evaluation results. Finally, Section 6 concludes
the paper and discusses future research directions.

2 Related Work

2.1 Location Privacy Preservation

Location privacy preservation constitutes a core challenge
in MCS, as worker selection and task assignment inherently
depend on spatial information that may disclose sensitive at-
tributes. Existing studies primarily address this issue from two
perspectives.

One line of research focuses on privacy-preserving re-
cruitment and assignment. Zhao et al. [8] formulated privacy-
preserving task assignment as a bi-objective optimization
problem that balances system utility and privacy leakage.
Tang et al. [12] proposed a bilateral location privacy-
preserving scheme integrated with quality-aware worker re-
cruitment.

Another line incorporates privacy mechanisms into subse-
quent crowdsensing stages, such as secure data collection and
truth discovery. Representative works include Liu et al. [16]
on Secure CrowdSourcing, Zhu et al. [17] on trustworthy
data collection, and Bai et al. [18] on privacy-aware truth
discovery.

Despite these efforts, most studies treat privacy-
preserving recruitment and downstream data processing in
isolation. The influence of protected location representations
on candidate filtering, adaptive recruitment, and subsequent
task allocation remains underexplored. A key challenge thus
lies in designing location privacy mechanisms that effec-
tively conceal raw coordinates while still supporting efficient
worker screening and decision-making under uncertainty.

2.2 Multi-Armed Bandit-Based Learning for
Crowdsensing

To handle uncertainty in worker quality and dynamic system
conditions, learning-based approaches have gained traction in
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MCS. Reinforcement learning (RL) has been applied to dy-
namic task allocation and participant selection by modeling
sequential decisions and long-term system dynamics [19-
21]. However, RL methods typically incur substantial training
costs and computational overhead, which limits their applica-
bility in large-scale and latency-sensitive scenarios.

In comparison, MAB models provide a lightweight alter-
native by balancing exploration and exploitation with limited
feedback. Such models are particularly suitable for online
worker recruitment and task assignment. For instance, Wang
et al. [10] employed combinatorial MAB for truthful worker
recruitment, while Song er al. [22] developed a two-stage
MAB framework for joint task selection and recruitment.
An et al. [11] investigated privacy-preserving recruitment
with sensing quality evaluation, and Tang et al. [12] inte-
grated bilateral location privacy into quality-aware service
construction. Ouyang et al. [23] further extended MAB-based
recruitment by incorporating worker reliability and strategic
interactions.

Nevertheless, the majority of MAB-based studies empha-
size reward maximization, recruitment efficiency, or overall
system utility. Limited attention has been paid to worker-
side preference heterogeneity and its impact on participation
behavior and allocation quality. In practice, workers ex-
hibit diverse preferences regarding task types, locations, and
workloads, which critically influence their willingness to par-
ticipate and sensing performance. Overlooking these factors
can result in inefficient recruitment, especially when worker
profiles are progressively learned under privacy constraints
and later exploited in dynamic allocation.

2.3 Task Assignment

Task assignment lies at the heart of Mobile Crowdsensing,
aiming to match tasks with suitable workers so as to max-
imize system utility under constraints on budget, coverage,
and timeliness. Early studies modeled the problem as com-
binatorial optimization tasks and solved them via greedy
heuristics, flow-based methods, or approximation algorithms.
Examples include Xiao et al. [24] developed mobility-aware
offline and online assignment algorithms in mobile social net-
works, and Hu et al. [25] proposed a greedy approximation
for QoS-sensitive task assignment.

Subsequent research incorporated richer objectives, in-
cluding coverage, sensing quality, worker heterogeneity, and
hybrid participation modes. Wang et al. [26] introduced a
two-phase framework jointly optimizing opportunistic and
participatory workers under a unified budget. Liu ef al. [27]
examined hybrid user-based task assignment under delay-
sensitive conditions with heterogeneous worker qualities.

More recent efforts have explored dynamic match-
ing, freshness awareness, and incentive mechanisms. These
include matching-based service trading, stagewise stable
matching for spatial-temporal tasks, reverse-auction-based
truthful incentives, utility-optimal online pricing, as well
as Aol-aware incentive design [13, 28-32]. Such advances
have significantly improved both assignment efficiency and
adaptability in dynamic environments.
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However, existing task assignment approaches still
largely address privacy protection, worker learning, pref-
erence modeling, and dynamic allocation in isolation. In
realistic MCS scenarios, effective assignment requires jointly
considering location suitability, sensing quality, information
freshness, worker preferences, and budget-constrained incen-
tives. In particular, few studies have examined how knowl-
edge progressively accumulated from privacy-preserving
static scenarios can be transferred to dynamic multi-task allo-
cation. This motivates the need for a unified framework that
seamlessly connects privacy-preserving worker evaluation,
online learning, preference-aware recruitment, and dynamic
task allocation under heterogeneous constraints.

3 System Overview and Problem
Formulation

The task allocation problem is formulated after first outlining
the key components and operational principles of the privacy-
preserving vehicular mobile crowdsensing system. In addition
to the conventional task, worker, and platform models, the
Aol is incorporated to account for the freshness requirements
and delay sensitivity of sensing tasks.

3.1 System Overview

This work considers a vehicular mobile crowdsensing plat-
form that exploits the distributed sensing capabilities of
vehicles for large-scale traffic-related data collection. Task re-
questers publish sensing tasks, workers participate in tasks of
interest and receive rewards upon successful completion, and
the platform manages worker recruitment and task allocation.

The platform operates in discrete rounds. Each round
consists of four stages: region partitioning, information acqui-
sition, task allocation, and task execution. First, the sensing
area is divided into fine-grained spatial grids. During the in-
formation acquisition stage, each worker uploads the required
information and selects one grid based on personal preference
and available time budget. Because grids are spatially sepa-
rated and each round has limited execution time, a worker can
select only one grid per round. Newly arrived workers register
at this stage. Any tasks or workers that arrive during the cur-
rent round are deferred to the task allocation stage of the next
round. In the task execution stage, selected workers carry out
their assigned tasks and upload the collected data. Tasks that
remain unfinished are carried over to later rounds.

For modeling tractability, the following assumptions are
made. Tasks within the same grid are geographically proxi-
mate, rendering intra-grid travel overhead negligible relative
to the dominant mobility cost of reaching the assigned region.
Each worker selects only one grid and specifies a time budget
for task execution within that region. Workers are assumed to
be rational and self-interested; consequently, they may reject
tasks whose effort exceeds their time budget or whose reward
is insufficient. Under these assumptions, this study focuses on
efficient worker recruitment, task allocation, and scheduling
within individual grids.

Two sensing modes are distinguished: static and dy-
namic. In the static mode (e.g., when vehicles are temporarily
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stationary at traffic lights or congestion points), workers per-
form relatively low-urgency tasks. This enables the platform
to progressively learn worker quality and preferences un-
der privacy constraints. In the dynamic mode, the platform
leverages the accumulated knowledge to adaptively allocate
tasks according to real-time traffic conditions, task fresh-
ness requirements, and mobility constraints. As illustrated
in Figure 1, the round-based workflow provides the founda-
tion for the task model, worker model, platform model, and
utility-maximization formulation.
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3.2 Problem Formulation

Based on the models above, the task allocation problem is
formulated as the maximization of system utility in a privacy-
preserving vehicular crowdsensing environment. The main
variables and parameters used in the following formulation
are summarized in Table 1. Task execution by each worker
incurs mobility cost, sensing time, and energy consumption.
The platform aims to maximize overall system utility by bal-
ancing sensing quality, task timeliness, and economic cost,
subject to constraints on worker time and energy budgets, task
capacity, and platform budget.

Table 1: Key Notations
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Figure 1: The system workflow of the MCS platform

This paper addresses a privacy-constrained task alloca-
tion problem in vehicular participatory sensing. Vehicles act
as mobile sensing workers that actively engage in data collec-
tion via the platform. The system operates in a dynamic traffic
environment in which vehicle states (moving or stationary),
energy budgets, and worker preferences evolve over time.
The platform must therefore make online allocation decisions
under incomplete information.

The system consists of three types of entities. The hetero-
geneous task, heterogeneous worker, and privacy-preserving
platform models are defined as follows.

Definition 1 (Heterogeneous Task) A task requester submits a
set of heterogeneous tasks .7 = {t,f,...,ty}, where N is the
number of tasks. Each task #; is characterized by the tuple ; =
{l,/.,s,/.,DBj,qj,Aj}, where /;; denotes the task location, s;; the re-
quired sensing capability set, DB; the required data volume, g; the
number of divisible subtasks, and A; the Age of Information (Aol)
threshold.

Definition 2 (Heterogeneous Worker) Consider a set of M hetero-
geneous workers % = {uj,uy,...,uy}. Each worker u; is charac-
terized by the tuple u; = {mv;,sv;, L, E;, s, T';,m; }, where mv; is the
moving speed, sv; the per-unit-time data sensing/processing rate, I,
the initial location, E; the energy budget, s} the number of sensing
capabilities, I'; the time budget, and m; the sensing quality. Because
worker quality is initially unknown, m; is modeled as a random vari-
able m; ~ A (U, 62) and is refined online based on feedback from
completed tasks.

Definition 3 (Privacy-Preserving Platform Model) The platform al-
locates sensing tasks to suitable workers under a limited budget
®. To prevent information leakage, privacy-preserving mechanisms
(e.g., encryption and secure multi-party computation) protect both
task and worker information during bidding, candidate filtering, and
task allocation.

Symbol Description
J,N Set and number of tasks
w .M Set and number of workers
I : Location of task ;
Ly; Location of worker u;
St; Required sensing capability of task #;
s Available sensing capability of worker u;
DB; Required data volume of task 7;
qj Number of subtasks of task #;
Aj Aol threshold of task ¢;
mv; Moving speed of worker u;
SV; Data sensing/processing rate of worker u;
E; T; Energy and time budgets of worker u;
m; True sensing quality of worker u;
di j i Distance between worker u; and subtask (j, k)
6;%¢ Movement time of worker u; to subtask (j,k)
9;‘;“,c Sensing time of worker ; for subtask (j,k)
Bf;‘ek Total execution time of worker u; for subtask (, k)
Dk Collected data volume for subtask (j,k)
e?‘?ﬁze Movement energy consumption
e‘l?’e;fk Sensing energy consumption
tel:, ik Total energy consumption
Ak Realized Aol for subtask (j,k), including delay
Costy, Participation cost of worker u;
Vi, V; Utility of worker u; and requester of task ¢;
Vv Overall system utility
Xi jk Binary assignment variable
Platform budget
Pijk Payment for assigning subtask (j, k) to worker u;

3.2.1 User Mobility Model

The mobility distance between worker u; and a subtask

location is
2 2
dijp =] (1= 1) (sfon — o). (1)

The corresponding travel time is

N

move i,J.k

0 = ) )
hJ my;

The energy consumed during movement is given by

move __

eijk = 0idijk 3)

where ¢; denotes the per-unit-distance energy coefficient for
worker u;.
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3.2.2 Data Sensing Model

Workers collect data using onboard sensors with hetero-
geneous sensing rates sv;. The collected data volume and
sensing energy consumption are

D jx = 6% svi,

ey = Bi-Dij- @
where f; is the per-unit-data energy coefficient for worker u;.
3.2.3 Time and Energy Consumption Model
The total execution time and energy consumption for worker

u; on subtask (j,k) are

exe _ gmove 4 gsen
ij.k = Vi jk i,k

teijk =€k T €k Q)
3.2.4 Age of Information Model

The Aol for a subtask is modeled as

1
Aijx =AoK; jx+ EK? o (6)

where K; ; ; denotes the delay experienced by the subtask.
3.2.5 Utility Model

To encourage reliable participation in the reverse auction pro-
cess, a collateral-aware incentive mechanism is introduced.
Specifically, each worker u; voluntarily commits a pledged
collateral amount denoted by s?u, while max{s’j} represents
the maximum allowable collateral associated with task ;.

Accordingly, the normalized collateral ratio is defined as

pij = i, @)
max{s’; }
A larger collateral ratio indicates stronger participation will-
ingness and higher execution confidence from worker ;.
Based on the above mechanism, the effective worker cost
is modeled as

Costy, = ke (1+1ogo(ri) — Alog(1 4 pij)), (8)

where A > 0 is a weighting factor controlling the influence of
the collateral incentive mechanism.

i 07 M,’¢f5ﬂr.

where .%; C % denotes the set of selected workers in recruit-
ment round 7, and p; ; is the payment received by worker u;
in that round.

The requester utility is

Vi=Y (mi—pi). (10)

ies

Vu _ {pi,f _COStui7 ui € yf? (9)

The overall system utility is

V=V,+V,. (11)
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3.2.6 Optimization Problem

Let X = {x;jx} denote the binary assignment variables.
The optimization problem, referred to as the Privacy-
preserving Heterogeneous and Efficient Crowdsensing Selec-
tion (PHECS) problem, is formulated as

P1:max V(X)=V,(X)+V,(X),
thg ik =4,

1
Y xijx 6% <Ti, Vi,
Jik

vk,

in,j,ktei.j,k § Ei; VLa (12)
s.t. Jk

Y xijkpijk < P,

i,j.k

Y xijxAijx <Aj Vi,

ik

Xi,jk € {Oal}a Vl,],k

Due to the binary assignment variables and the pres-
ence of multiple coupled resource constraints, the proposed
PHECS problem belongs to the class of combinatorial op-
timization problems. Solving P1 to optimality is therefore
non-trivial. To formally characterize its computational com-
plexity, we establish the NP-hardness of the PHECS problem
in the following theorem.

Theorem 1 The PHECS problem is NP-hard.

Proof We prove the NP-hardness of the PHECS problem by
a polynomial-time reduction from the two-dimensional knapsack
problem (2D-KP), which is known to be NP-hard.

Consider an arbitrary instance of the 2D-KP consisting of a finite
set of items .#, where each item m € .# is associated with a profit
Ppm and two resource consumption coefficients w}, and w2, together
with two knapsack capacities W' and W2. We construct a special
instance of the PHECS problem as follows:

* Each feasible assignment triple (i, j,k) with x; ;; € {0,1} in
PHECS corresponds to one item m in the 2D-KP.

* The marginal contribution to the objective, i.e., the increase in
V(X) = V,(X) + V;(X) when setting x; ; = 1, is mapped to the
profit p,, of the item.

* The time consumption #7; j ; and energy consumption fe; ;j cor-
respond to the two resource consumption dimensions w), and
w2,

* For each worker i, the time budget I'; and energy budget E; directly
serve as the two knapsack capacities W! and W2.

Under this reduction, a feasible solution X to the PHECS in-
stance corresponds to a feasible 2D-KP packing with equal objective
value, and vice versa. Since 2D-KP is NP-hard, the restricted PHECS
problem is NP-hard. The full PHECS problem adds further con-
straints, making it at least as hard. Therefore, the PHECS problem is

NP-hard. O
4 The Design of the PRIME
Framework

4.1 Overview of the PRIME Framework

The PHECS problem is proven NP-hard via reduction from
the 2D-KP (Theorem 1), rendering exact optimization com-
putationally intractable at scale. Joint enforcement of worker
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Figure 2: The detailed process of our proposed PRIME scheme.

resource budgets, platform cost constraints, task capacity lim-
its, and Aol thresholds further precludes any polynomial-time
exact solution. This intractability motivates the design of an
efficient approximation framework.

To this end, we propose PRIME, which jointly ad-
dresses: location privacy protection, online learning of un-
known worker reliability, bidirectional preference modeling,
and long-term system utility maximization under resource
and freshness constraints.

As illustrated in Figure 2, PRIME involves four principal
entities: the crowdsensing platform, task requesters, mobile
workers, and a trusted third party (TTP). The TTP is respon-
sible for system initialization, including identity registration
and cryptographic key distribution, thereby establishing a
secure foundation for all subsequent privacy-preserving op-
erations. Following initialization, the platform executes all
recruitment and allocation decisions without accessing raw
location data or sensitive worker preferences.

The PRIME framework operates through three tightly
coupled procedures.

Privacy-preserving evaluation and candidate selec-
tion. Under bilateral location privacy constraints, the platform
employs the SG-DCE (Spatial Generalization-based Double-
sided Cryptographic Encryption for Candidate Selection)
mechanism to estimate worker spatial relevance and sensing
capability using only anonymized grid representations. Raw
location coordinates and preference data remain inaccessible.

Quality-aware and Aol-aware online recruitment with
bidirectional preference learning. Worker quality and Aol
contribution are modeled as unknown parameters and esti-
mated online via a MAB framework, with each worker as
an arm. At each recruitment epoch, the Unknown-worker
UCB Estimation (UUE-UCB) mechanism strategy balances
estimated quality and an exploration bonus. Bidirectional
preference learning then updates both platform-side worker
evaluations and worker-side task preferences from bidding

feedback. Aol enters the reward signal to penalize stale
contributions.

Feedback-driven task allocation and incentive opti-
mization. Given the learned profiles from Procedure 2, the
platform solves the task allocation subproblem via the Two-
Stage Greedy Algorithm (TSGA). TSGA runs in polynomial
time and yields an approximate optimal assignment subject
to constraints on mobility distance, travel time, data sens-
ing and energy models, total time and energy consumption,
participation cost, worker utility, requester utility, system util-
ity, Age-of-Information, coverage, capacity, and budget. A
reverse auction determines incentive payments. Upon task
completion, sensing quality and Aol feedback return to UCB
to update estimates and preferences, closing the loop.

Collectively, these three procedures form a closed-loop
system: the first procedure filters the feasible worker set under
strict privacy constraints, the second procedure learns worker
quality and preferences under uncertainty, and the third pro-
cedure performs efficient task allocation while feeding back
observations for continuous improvement. This design seam-
lessly integrates bilateral location privacy preservation, online
learning under uncertainty, and freshness-aware incentives
within a unified optimization framework.

4.2 Privacy-Preserving Evaluation and Candi-
date Selection

Under bilateral location privacy constraints, neither the plat-
form nor the workers are willing to disclose their exact spatial
coordinates. Consequently, the platform cannot directly com-
pute the Euclidean distance d; j; between worker u; and
subtask s; ;. To address this challenge, we propose a SG-DCE
mechanism,which maps continuous spatial locations into a
privacy-preserving discrete domain while retaining proximity
information.

Specifically, a trusted third party (TTP) initializes a global
spatial grid with resolution A and reference point (Bo,Lo).
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Each location is discretized into a grid index as

Coa lon — Ly lat — By
(la.]) - (\‘ Alon J I \\ A]a[ J) I (13)

where (i, j) denotes the corresponding grid cell. This dis-
cretization reduces spatial precision and prevents exact loca-
tion reconstruction.

To further enhance privacy, the grid indices are trans-
formed into obfuscated identifiers via Base32 encoding:

cell.id = Base32(i) || Base32(}). (14)

The resulting cell_id reveals only coarse-grained spa-
tial information and is resistant to direct inversion without
knowledge of the grid parameters.

Although the above mapping is deterministic, it inher-
ently preserves spatial locality, i.e., geographically close lo-
cations are more likely to fall into the same or neighboring
grid cells. To facilitate theoretical analysis, we approximate
this locality-preserving behavior using the p-stable locality-
sensitive hashing (LSH) framework. Accordingly, the proba-
bility that two locations with distance d; ; x are mapped to the
same grid cell can be expressed as

A ] t t
P(di,j.k) :/0 f}kfp <d1]Jc> (1 — Z) dt, (15)

where f,(-) denotes the probability density function of the
p-stable distribution.

Based on this probabilistic characterization, we quantify
the privacy leakage by relating the mechanism to (g,0)-
differential privacy. In particular, the distinguishability be-
tween two neighboring locations differing by J,; is bounded

as
P(d; jx) >
e>1 I ) 16
= (P (di,jk + Saist) (16)

which captures the worst-case privacy leakage induced by the
grid mapping.

To enable secure candidate matching, each worker gener-
ates a cryptographic token using a keyed hash function:

token; = HMACk (dom_id || cell-id;), (17)

where K is a secret key known only to the TTP. The use
of HMAC ensures collision resistance and prevents adver-
saries from inferring the underlying location or linking tokens
across domains.

Given the token set .7 ; associated with subtask s; , the
platform constructs the candidate worker set as

Ueand = {M,' | token; € '?]'Jf}' (18)

In this way, the platform can perform proximity-based
candidate filtering without accessing raw location data. The
proposed SG-DCE mechanism thus achieves a balance be-
tween privacy protection and spatial selectivity, providing
a secure foundation for subsequent quality-aware and Aol-
aware task allocation.

Algorithm 1 summarizes the SG-DCE procedure. First,
the worker locally computes and encrypts its grid identi-
fier into a secure HMAC token before uploading (lines 1-3).
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Next, for each subtask, the platform expands the neighbor-
hood around the task center grid and generates the corre-
sponding query token set (lines 6-11). Finally, the platform
performs blind matching to identify valid candidates without
accessing raw coordinates or precise distances (lines 12—-13).
This design converts continuous spatial proximity checks into
discrete token matching, thereby preserving location privacy
during candidate selection while maintaining practical utility
for downstream recruitment and allocation.

The complexity of SG-DCE is calculated as follows. To-
ken generation for n workers takes O(n) time, as location
mapping and HMAC computations are O(1) operations. Gen-
erating the candidate token set involves O(Rgrid) neighboring
cells within radius Rgq. Candidate selection via a hash set
takes an additional O(n). Therefore, summing these opera-
tions, the total complexity of SG-DCE simplifies to O(n +

2
Rgrid)'

Algorithm 1 SG-DCE: Spatial Generalization-based Double-
sided Cryptographic Encryption for Candidate Selection

Require: Worker u; private location (lat;,lon;), task sub-
location (latj,lon;), grid (Bo, Lo, Aion,Alat), dom_id, key
K, radius r

Ensure: Candidate set Zand

1 cell_id; « Base32( FOX%J) I Base32( {MJ)

Ayt
. token; <+ HMACk (dom_id || cell _id;)
. Upload token; to platform
: Compute (gx;,gy;) by same grid mapping
¢ Rgrig |—l’/ min(AlonaAlat)]
%,k —0
. for each grid cell (x,y) within R4 of (gx;,gy;) do
cell_idy, < Base32(x) || Base32(y)
tokenyy, <— HMACk (dom_id || cell_id.y)
10: Tk TjxU{tokeny,}
11: end for
12: Ueand < {ui | token; € T}
13: return %eand

© 0 N U A W

4.3 Quality-aware and Aol-aware Online Re-
cruitment with Bidirectional Preference
Learning

Following the privacy-preserving evaluation and candidate
selection stage, which yields a set of spatially eligible work-
ers, the platform proceeds to online recruitment under uncer-
tainty. To address unknown worker quality while preserving
bilateral location privacy, we formulate the problem as a
CMAB and propose the UUE-UCB mechanism. The objec-
tive is to progressively maximize long-term system utility by
learning worker reliability online, striking a balance between
exploration and exploitation.

Exploitation Component: For workers with sufficient
historical observations, the exploitation utility is defined as

U= Y,

A;
{(%mﬁwxx (1 —2 — )] ; 19)
M;Eey.}—(" max

where A; ; denotes the average Aol incurred by worker u; up
to round 7.
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Exploration Component: For workers lacking sufficient
observations, the exploration utility is defined as

d; bi
X.= Y [a)l (1— ”>+a>2(1— T)] (20)
uieyq}’k" dmax bmax

where d~“- is the privacy-preserving distance indicator and b; ¢
is the bid in round 7.

The overall utility in round 7 is a weighted combination
of Ur and X, capturing the trade-off between reliability and

exploration.
UCB-based Strategy Selection: The platform maintains
a set of strategy arms </ = {aj,...,az}, each corresponding

to a weight vector (@, @, 3, @4). At each recruitment round
7, the arm is selected via

2Int

) ; (2D

2ot = arg max (ﬂz(f) + N.(7)
A Zz

where [i,(7) and N,(7) denote the empirical reward and pull
count of arm a; up to round 7, respectively.

Dynamic Incentive Mechanism: To encourage long-
term participation, the adjusted bid is

bie = bic (1=K 1(T > Tmia)), (22)
with
NSUCCCSS
. T
Kjr = min (Kbase : Wv K'max> . (23)
0T

Deposit Update: The security deposit evolves as

Vicr1 = min (Wi ¢ + Ay - sign(m; — W), Yiax) - (24)
Preference Learning: Worker preference is updated as
Ni-,r(c )

Zc’e%ﬁm" Ni(c')’ b

Piryi(c)=(1=m)P(c)+n

(25)
where ¢ denotes a task type, Cﬁf;‘“d C € is the set of candidate
task types available to worker u; in round 7, and N; ¢(c) de-
notes the number of times worker u; has participated in or bid
for tasks of type ¢ up to round 7.

The proposed UUE-UCB mechanism unifies UCB-based
exploration—exploitation, dynamic incentive adjustment, and
adaptive preference learning into an online recruitment pro-
cess. This approach progressively improves the selection of
reliable workers while maintaining the privacy—utility trade-
off established.

Algorithm 2 summarizes the UUE-UCB-based secure re-
cruitment process. First, the platform selects the optimal strat-
egy arm via the UUE-UCB rule to balance exploitation and
exploration (lines 1-2). Next, it performs privacy-preserving
recruitment through a reverse auction, adjusting bids ac-
cording to worker reliability and computing matching scores
under the selected weights (lines 3—8). Then, Benford’s Law
is applied for forgery detection; significant deviations trigger
UAV verification and potential deposit forfeiture (lines 9-14),
where Uyav denotes the deviation threshold for triggering
UAV verification. Finally, worker profiles, preference beliefs,
bid factors, deposits, and MAB parameters are updated based
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on task outcomes (lines 15-18). Notably, the dynamic de-
posit adjustment progressively increases Y; ;11 for workers
with above-average sensing quality, which raises their se-
lection probability in future rounds by signaling stronger
commitment and lowering their effective cost in the auction.

The complexity of UUE-UCB-based secure recruitment
depends on several per-round operations. Arm selection
among Z arms takes O(Z). Matching n workers to S subtasks
using SG-DCE distances dominates each round, requiring
oS- n~R§rid). Other linear operations, such as payment
computation, Benford detection, and parameter updates, take
O(n). Over T, recruitment rounds, the dominant matching

step yields a final UUE-UCB complexity of O(7,-S-n- Rérid).

Algorithm 2 UUE-UCB-Based Secure Recruitment Mecha-
nism

Require: Arms o7, privacy-preserving distance d: .k via SG-
DCE, learning rate 11, UAV verification threshold uyav,
maximum deposit Wyeposit,max

Ensure: .%i,, updated fi,,N,, adjusted bids b;hﬁk, deposits
Vi

1: fort=1to 7T, do

2: Compute UCB for each a, € &/; select a, =
(01, @, @3, 04)

3 for each subtask s; x and u; € Ueand do

4 Get d; j x via SG-DCE

5 bg,j,k — bi,j,k(l —Kizt -]I(‘L' > Tmid))

6: Compute matching score using a;, weights

7 end for

8 Determine %y, and payments

9: for each u; € .Sy, do

10: Compute Fops(d) and Chi-squared divergence

from Benford’s Law

11: if divergence > upay then

12: Dispatch UAV; forfeit deposit; blacklist
13: end if

14: end for

15: for each u; € Fyin do

16: Update P, z+1(c), Wiz+1, and k; ¢ based on m;
17: Update i, and N,

18: end for

19: end for

20: return .%yi,, updated parameters, and adjusted deposits

4.4 Genetic Algorithm Design for Proactive
Mobility Guidance

While the UUE-UCB mechanism primarily addresses
privacy-preserving recruitment and quality-aware worker se-
lection under bilateral location privacy constraints, spatial-
temporal mismatch between learned worker profiles and dy-
namic task locations remains a challenge. To bridge this gap,
we propose a TSGA that leverages priors accumulated from
UUE-UCB including estimated sensing quality 7;, task-type
preference beliefs P, ;(T'), and reliability-adjusted bid factors
K; ¢ as guided knowledge for proactive worker mobility.
Different from conventional genetic algorithms that treat
mobility planning in isolation, TSGA’s primary novelty lies
in its UUE-UCB-informed initialization and adaptive re-
pair mechanisms. These components embed worker-specific
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knowledge directly into the evolutionary process, transform-
ing standard search into a knowledge-driven optimization
tailored to the PRIME framework.

Chromosome Encoding and Representation

TSGA adopts a real-valued task-sequence encoding. Each
chromosome g, consists of M genes, where the i-th gene
Gene; = (gx},gy;) denotes the recommended target grid for
worker u;. This representation maintains O(M) space com-
plexity and integrates directly with the selected worker set
Zwin and updated profiles from UUE-UCB.

UUE-UCB-Guided Population Initialization

The initial population is generated via a preference-and-
quality-guided heuristic. Each worker u; is biased toward
high-value grids aligned with its UUE-UCB-learned task-type
preference P, ;(T) and estimated quality 7y, further weighted
by the reliability factor k;.. The remaining individuals are
sampled uniformly within the feasible energy radius deter-
mined by E;. This initialization narrows the search space
and accelerates convergence by exploiting upstream learning
outcomes.

Fitness Evaluation

The fitness function combines upstream estimates with
system objectives:
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operations (e.g., initialization, crossover, mutation) only re-
quire O(M) per chromosome. For a population of size G
evaluated over L generations, the fitness evaluation domi-
nates the process, resulting in a final TSGA complexity of
O(L-G-M-|7)).

Based on the above analysis, the overall complexity of the
PRIME framework sums the costs of SG-DCE, UUE-UCB,
and TSGA. Retaining only the dominant terms, the total com-
plexity simplifies to O(T;-S-n-Ryq+L-G-M-| 7 |). The first
term accounts for the online privacy-preserving recruitment,
while the second term represents the genetic-algorithm-based
dynamic task allocation.

5 Performance Evaluation

5.1 Datasets and Settings

To evaluate the effectiveness of the proposed PRIME frame-
work, we develop a real-map-based simulation dataset using
an urban area of Qingdao, China. The selected region covers
the latitude range of 36.05°-36.15° and the longitude range
of 120.30°-120.45°, corresponding to an approximately 11.1
km x 13.5 km urban sensing area. The map is obtained from
OpenStreetMap and discretized into a 200 x 200 grid, re-
sulting in 40,000 spatial cells. This grid-based representation
enables continuous worker mobility and task locations to be

flg) = Z Z &ij (ﬁii'Pi,r(Cj))— Z (Ci(q%)-i-leemove,i ,approximated within a discrete spatial domain.

ti€T ui€ss u €Sy

(26)
where 7; and P;(T;) are taken directly from the latest UUE-
UCB updates. Hard constraint violations incur heavy terminal

penalties.

Evolutionary Operators and Constraint Repair

TSGA applies elitism combined with tournament selec-
tion, arithmetic crossover on coordinate pairs, and adaptive
Gaussian mutation with decaying variance across genera-
tions. After crossover and mutation, three adaptive repair
operators enforce feasibility while preserving UUE-UCB pri-
ors: energy repair retracts the target coordinate toward the
worker’s current position with step size modulated by re-
liability score (gentler for more reliable workers); capacity
repair redistributes excess workers to nearby grids prioritized
by quality r; and preference alignment; budget repair prunes
lowest-Return on Investment(ROI) tasks based on marginal
utility derived from UUE-UCB quality estimates.

TSGA terminates after a fixed number of generations or
when fitness improvement falls below a threshold. By sys-
tematically embedding UUE-UCB priors into initialization,
fitness evaluation, and repair, TSGA establishes a tightly
coupled knowledge-transfer pipeline from privacy-preserving
recruitment to dynamic mobility guidance. This integration
constitutes the main contribution of the mobility component
within PRIME: it exploits accumulated worker knowledge
to achieve improved spatial matching and long-term utility
under resource constraints.

The complexity of TSGA is governed mainly by its fit-
ness evaluation. For each chromosome, evaluating M selected
workers across |.7| tasks takes O(M - |.7|). Other genetic

In terms of experimental scale, the simulated Mobile
Crowdsensing system contains 40—200 vehicular workers and
20-80 concurrent sensing tasks. Each task is further divided
into 5-20 subtasks and requires 100-1000 MB of sensing
data. Therefore, the number of sensing subtasks varies with
the task scale, and the experimental setting covers both small-
scale and relatively large-scale crowdsensing scenarios. Task
requesters publish multi-capability sensing tasks at distinct
spatial locations, and each task is associated with a capability
requirement vector, data volume, and Aol constraint.

All experiments are implemented in MATLAB R2023b
on a workstation equipped with an Intel Core i7 CPU and
32 GB RAM. Each experiment is repeated 50 times with dif-
ferent random seeds, and the reported results correspond to
the average values.

We simulate a heterogeneous Mobile Crowdsensing sys-
tem with dynamic task requesters and vehicular workers.
Workers are characterized by heterogeneous capability vec-
tors, sensing ranges, and execution costs, all normalized
within [0.1, 1]. The number of preferred task types per worker,
denoted by |D;|, varies from 1 to 10 to reflect different
participation preferences and engagement levels.

The system incorporates a collaborative edge computing
architecture consisting of one cloud server and five base sta-
tions (BSs), each equipped with an edge server. The unit
transmission delay from BS to cloud follows a Gaussian
distribution .#"(1.5 us/bit, 6%), where o is set to 0.3 us/bit.

Task arrivals follow a Poisson process with rate A;, and
the maximum harvested green energy ES """ (¢) at each
edge server is also modeled as a Poisson process to capture
temporal variability.

To emulate sensing uncertainty, ground-truth data is per-
turbed by additive noise. For trustworthy workers, the relative
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error is uniformly distributed in (0,5%], while for untrustwor-
thy workers, it follows a uniform distribution in (10%, 50%].
This setup allows us to evaluate the robustness of the proposed
mechanism against unreliable or malicious data submissions.

Default parameter values, distributions, and ranges for
key variables—including network scale, capability vec-
tors r;, edge server constraints such as channel capac-
ity k and maximum CPU frequency f;"**, and algorithmic
hyperparameters—are summarized in Table 2. This config-
uration ensures consistency across all compared methods.

Table 2: Key Simulation Parameters

Notation Description

w Worker pool size (40-200)

T Number of concurrent tasks (20-80)

B Platform budget (40000-80000)

R; Worker sensing radius (5-10 m)

|| Number of worker capability types (1-3)

|r;] Number of required task capabilities (5-7)

SV Data sensing/processing rate (1-10 MB/s)
my; Moving speed (1-5 m/s)

E; Energy budget (5000-6000)

I Time budget (60-600 s)

DB; Required data volume (100—-1000 MB)

ke Base cost coefficient (10)

q; Number of subtasks (5-20)

Aj Aol threshold (10-60 s)

o; Movement energy coefficient (107°-107 J/m)
B: Sensing energy coefficient (10~*~10~ J/MB)
m; Ground-truth sensing quality (./4/(8,2))

£ Differential privacy budget (0.1-1.0)

o UCB exploration coefficient ({1072,1071,1,10})
WA Initial trust value (0.5)

Pij Normalized collateral ratio ([0,0.2])

A Collateral incentive weight (0.1-1.0)

P GA population size (20-100)

Pm GA mutation probability (0.01-0.1)

De GA crossover probability (0.6-0.9)

Wi, W3 Utility weights (quality, freshness; tuned)

k Effective switched capacitance (10-28)

nax Maximum CPU frequency (1-3 GHz)

n

5.2 Baselines

To comprehensively evaluate the performance of the proposed
PRIME framework, we select the following representative
baseline methods:

* Random Selection: Workers are chosen uniformly at ran-
dom in each round, without using any historical or quality
information (serves as the simplest lower bound).

* QLP-DCS-Based Selection: We adopt the quality-aware
budget-limited participant selection method proposed in
QLP-DCS [7]. This method selects workers by optimizing
the trade-off between sensing quality and budget consump-
tion, typically using a quality-to-cost ratio under budget
constraints. It serves as a representative heuristic baseline
for cost-efficient participant selection in Mobile Crowd-
sensing systems.
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* Greedy: Workers are ranked by a composite score (e.g.,
quality per cost or distance-adjusted bid) and the top-K are
selected greedily (represents the most common heuristic in
practical crowdsensing systems).

* Q-BLPP: We adopt the Quality-Enabled Bilateral Location
Privacy-Preserving Service Construction Scheme proposed
in Q-BLPP [12]. This scheme simultaneously protects the
location privacy of both workers and the platform in mo-
bile crowdsensing through differential privacy mechanisms
and quality-aware task allocation, achieving a balanced
privacy-quality trade-off. It serves as a strong privacy-aware
baseline to assess PRIME’s advantages in bilateral privacy
protection strength, privacy-utility tradeoff, and overall sys-
tem performance.

5.2.1 Evaluation Metrics

The following key metrics are adopted to evaluate system
performance:

* Cumulative Regret: The accumulated performance gap
with respect to the Oracle-Optimal strategy:

T
R(T)=Y (u" —ps), @7
=1
which measures the long-term learning efficiency of the
proposed mechanism.

* Task Completion Rate (TCR): The ratio of successfully
completed tasks within their Aol deadlines to the total
number of tasks.

* Mean Relative Error (MRE): The average relative devia-
tion between estimated and ground-truth sensing values:

1 &% —x
MRE=— ) =2 28
N ; Py (28)
j=

which evaluates the accuracy of truth discovery and relia-

bility estimation.

5.3 Results and Discussion

Figure 3 compares system utility across all schemes over
time. PRIME achieves the highest utility throughout, fol-
lowed by Q-BLPP. Although Q-BLPP accounts for mutual
privacy and sensing quality, it optimizes individual worker
and task pairs independently, lacking joint exploration of
multi-subtask combinations; this limits its performance under
complex dynamic constraints. QLP-DCS and Greedy-Score
attain only local improvements and are susceptible to resource
misallocation under tight budget and coverage requirements.
Random selection yields the lowest utility, as it ignores qual-
ity and spatial information entirely. PRIME addresses these
limitations by coupling UUE-UCB’s dual-track exploration
and exploitation with TSGA’s global multi-dimensional op-
timization, producing consistently superior task and worker
alignment across all rounds.

Figure 4 and Figure 5 show that cumulative regret and
MRE of quality estimation both decrease monotonically with
the number of interaction rounds for all schemes, confirm-
ing that online learning improves allocation quality over time.
PRIME attains the lowest regret and MRE, attributed to the
joint effect of Benford’s Law detection and dynamic deposit
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under varying task loads.

Figure 8: Ablation Study: Mean Rela-
tive Error (MRE) under different mali-
cious worker ratios.
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adjustment (p;;, i), which suppress fraudulent submissions
and stabilize the quality estimate 7i7; even under privacy-
induced observation noise. Greedy-Score exhibits the slowest
convergence, as it lacks a reputation feedback loop and accu-
mulates estimation error from unfiltered noisy submissions.

5.4 Ablation Studies and Algorithmic Com-
parisons

The long-term learning efficiency of the proposed framework
is first validated via the cumulative regret trajectories plotted
in Figure 6, where the full PRIME framework converges to
a sublinear regret of 0.54 x 10*, representing an approximate
52% reduction over Q-BLPP (1.13 x 10%). Isolating specific
algorithmic features reveals that the standalone PRIME_UCB
variant retains a superior learning trajectory (0.79 x 10*) com-
pared to the baseline, whereas removing the mobility layer
(PRIME_woTSGA) or the security module (PRIME_woDep)
significantly compromises convergence, raising terminal re-
grets to 1.07 x 10* and 0.94 x 10%, respectively. The structural
necessity of spatial-temporal coordination under varying task
loads is quantified next in Figure 7. At the maximum density
of 80 tasks, PRIME sustains the highest utility of 10.82 x 105,
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Figure 10: Task Completion Rate under
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Figure 11: System Utility under differ-
ent Number of Workers.
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whereas the variant stripped of genetic sequence optimiza-
tion (SG-DCE and UUE-UCB) drops sharply to 8.48 x 10°;
this performance gap validates that the knowledge-guided
initialization and repair operators prevent allocation bottle-
necks that hobble more basic combinations like SG-DCE
and UCB-only (7.92 x 10°) and UUE-UCB and TSGA
(9.88 x 10°). ly, Figure 8 evaluates adversarial resilience by
tracking the Mean Relative Error (MRE) of quality estima-
tion across a malicious worker ratio spanning 10% to 50%.
PRIME exhibits excellent tracking precision, with its MRE
declining from 0.39 to a terminal error of 0.055, demonstrat-
ing that the deposit-based economic deterrence continuously
filters out deceptive data injections over successive interac-
tion rounds. In contrast, ablation configurations lacking uni-
fied spatial-security coordination exhibit elevated error levels
across the entire adversarial spectrum; the SG-DCE and
UCB-only baseline plateaus with an MRE range of 0.64
to 0.27, while UUE-UCB and TSGA (0.21), SG-DCE and
UUE-UCB (0.158), and the advanced Q-BLPP (0.122) fail to
match the estimation stability of the integrated architecture.
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5.5 Impact of Parameters

5.5.1 Impact of Platform Budget

Figure 9 and Figure 10 show system utility and TCR as
functions of the platform budget ®,. Both metrics increase
monotonically with ®;, as a larger budget expands the number
of feasible recruitment rounds, broadens UUE-UCB’s explo-
ration of unknown workers, and accumulates richer historical
feedback on sensing quality 7i; and preference beliefs P, - (I").
This reduces information asymmetry in early rounds and im-
proves subsequent task—worker alignment. Greedy-Score and
Random Selection exhibit diminishing marginal gains be-
cause they cannot exploit accumulated feedback: additional
budget is increasingly wasted on low-quality or previously re-
jected workers. PRIME feeds matching outcomes back into
UUE-UCB and applies TSGA’s ROI-aware repair to prune
low-return task sequences, maintaining high budget utiliza-
tion across all ®; values.

5.5.2 Impact of Number of Workers

Figure 11 and Figure 12 illustrate system utility and TCR as
functions of worker pool size W. System utility rises with
W because a larger candidate set increases the probability of
identifying workers with high sensing quality #;, matched
capability vectors ¢;, and low execution cost, thereby im-
proving task coverage. TCR, however, declines as W grows
under fixed budget ®; and task load T': intensified com-
petition leaves more unknown workers unassigned, and the
expanded pool amplifies information asymmetry during early
exploration rounds, making it harder for UUE-UCB to build
reliable quality estimates within a bounded number of inter-
actions. PRIME mitigates this tension through UUE-UCB’s
preference-prior initialization and TSGA’s global optimiza-
tion, which together identify the high-value worker subset
even as W scales, sustaining utility growth while limiting
TCR degradation relative to the baselines.

5.5.3 Impact of Number of Tasks

Figure 13 and Figure 14 show that increasing task load T
raises system utility but reduces TCR. A larger task set diver-
sifies sensing demand, enabling the platform to better exploit
worker capability heterogeneity ¢; and extract higher cumu-
lative value. TCR declines because fixed W and &, cannot
provide sufficient coverage for all requests; the platform is
therefore forced to allocate resources to high-value tasks,
leaving geographically isolated or low-return tasks unserved.
PRIME’s TSGA component prioritizes high-ROI task se-
quences and guides proactive worker mobility, achieving the
best utility—coverage tradeoff among all evaluated schemes.

5.5.4 Impact of Worker Preferences and Aol Con-
straints

Figure 15 and Figure 16 examine the effect of reward sensi-
tivity, defined as the degree to which workers preferentially
bid on high-payment tasks. High sensitivity concentrates bids
on lucrative tasks, intensifying local competition and caus-
ing spatial mismatch that leaves low-budget tasks unassigned.
Greedy-Score is most vulnerable, as local score maximiza-
tion accelerates budget depletion without global rebalancing.
PRIME counteracts this via UUE-UCB’s bid-adjustment fac-
tor k; ; and TSGA’s preference-aware sequence construction,
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which reallocate recruitment pressure across the task set and
preserve overall cost-effectiveness.

Figure 17 and Figure 18 show the corresponding util-
ity curves examine Aol sensitivity. Tighter Aol thresholds
shrink the feasible mobility radius for each worker, reduc-
ing the number of valid task—worker pairs and lowering TCR
across all schemes. PRIME incorporates Aol violation penal-
ties directly into the TSGA fitness function and uses the
energy-aware repair operator to enforce temporal feasibil-
ity, sustaining a higher TCR than Random Selection and
Greedy-Score under the strictest Aol budgets.

5.5.5 Impact of Normalized Collateral Ratio

Figure 19 and Figure 20 show the effect of the normalized col-
lateral ratio p;; on system utility and task completion rate. As
the normalized collateral ratio increases, untrustworthy work-
ers face a higher risk of deposit forfeiture upon submitting
falsified or low-quality data, which progressively filters them
from the bidding pool without explicit platform intervention.

The resulting reduction in malicious participation lowers
noise in quality estimation, allowing UUE-UCB to converge
more rapidly toward reliable workers and allocate the plat-
form budget ®; more precisely. Consequently, both system
utility and TCR increase monotonically with the collateral
ratio across all evaluated schemes.

The improvement is most pronounced for PRIME. Be-
cause PRIME couples the collateral-aware incentive mech-
anism directly with the UUE-UCB reliability score §; and
the TSGA fitness function (Equation 26), a cleaner candidate
pool immediately translates into more accurate preference
alignment and higher-quality task sequences.

Baseline methods such as Greedy-Score and €-Greedy
also benefit from the reduced estimation noise, yet their gains
plateau earlier due to the absence of a global optimization
stage. Without TSGA’s constraint-aware repair mechanism,
the budget allocated to marginal workers cannot be effectively
redistributed toward high-ROI task sequences.

Random selection exhibits the lowest sensitivity to the
collateral ratio since it does not utilize worker quality infor-
mation regardless of candidate pool purity.

These results demonstrate that the proposed collateral-
aware deterrence mechanism acts as a self-regulating filtering
process. By suppressing malicious participation during the
early exploration phase, it reduces the learning burden of
UUE-UCB and further amplifies the downstream optimiza-
tion gains brought by TSGA-guided mobility, ultimately
yielding a compounding improvement in long-term system
performance.

Summary: Across all parameter dimensions (including
platform budget, worker pool size, task load, reward sen-
sitivity, Age-of-Information constraints, and collateral ra-
tio), PRIME consistently outperforms the four baseline ap-
proaches in terms of both system utility and task completion
rate. The results establish that UUE-UCB and TSGA is essen-
tial for achieving robust, cost-effective crowdsensing under
bilateral location privacy and dynamic resource constraints.
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Figure 12: Task Completion Rate under
different Number of Workers.
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Figure 13: System Utility under differ-
ent Number of Tasks.
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Figure 14: Task Completion Rate under
different Number of Tasks.
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Figure 16: Task Completion Rate underFigure 17: System Utility under differ-
different Reward Sensitivity.
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Figure 18: Task Completion Rate under
different Number of Tasks (Aol con-
strained).

6 Conclusion

This paper proposed the PRIME framework to jointly ad-
dress bilateral location privacy, worker quality uncertainty,
and spatial-temporal mismatch in heterogeneous mobile
crowdsensing. Three tightly coupled components were devel-
oped: SG-DCE establishes mutual location privacy via grid-
partitioned HMAC tokens; UUE-UCB balances worker ex-
ploration and exploitation through a dual-track bandit model
augmented with Benford’s Law detection and deposit-based
penalty (p;;, #;); and TSGA transfers the accumulated quality
priors (7;, K; ) into preference-guided evolutionary optimiza-
tion under energy, budget ®;, and Aol constraints. Simulation
results across six parameter dimensions confirm that PRIME
consistently achieves higher system utility, lower cumulative
regret, and higher TCR than the considered baselines. Future
work will extend UUE-UCB toward a federated worker pro-
filing architecture and relax the single-platform assumption to
admit multi-platform game-theoretic settings.

Initial Collateral Ratio p
Figure 19: System Utility under differ-
ent Collateral Settings.

0.3 0.4 0.05 0.1 0.2 0.3 0.4
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Figure 20: Task Completion Rate under
different Collateral Settings.
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