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Abstract: Time series data are widely used in many application scenarios. For example, in healthcare scenario, time series-
based health predictions require users to submit their time series data, so that service provider (e.g., medical center) can predict
the user’s health status through calculations (e.g., classification). To relieve the pressure on local computing, service provider
may outsource its data to the clouds. However, since clouds are not fully trusted, how to outsource data to the cloud without
sacrificing data security but allowing service provider to remotely predict user’s health status is challenging. To address this, we
present Secure Multivariate Time Series Classification (SecMTSC), a privacy-preserving and efficient multivariate time series
classification scheme, which can be used for healthcare and other applications. Specifically, by leveraging two-party secure
computation protocols, the proposed scheme enables service provider to respond the classification query launched by query
users on their private sequence without disclosing the data privacy. To further enhance query efficiency, we design a Secure
Filtering Protocol, which can filter and extract valid data from raw data before formal calculation, thereby selecting relatively
qualified candidate sequences. Security proofs have shown that our scheme is secure under the semi-honest model. Furthermore,
experimental results have demonstrated the promising practicality of our scheme.
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1 Introduction

Time Series Classification (TSC) is a valuable technology for
detecting abnormalities, monitoring trends, and making pre-
dictions [1-4]. It has become widespread in healthcare and
other application scenarios, such as employing electrocar-
diogram (ECG) data [5] to identify ventricular contractions
(polyvinyl chloride) in preterm infants, and leveraging pho-
toplethysmography (PPG) data [6] to detect ventricular tam-
ponade. In such applications, time series data can be collected
through wearable or implantable Internet of Things (IoT) de-
vices on the patient, and the data can be further analyzed and
predicted [7-12].

With the increase of time series data, new challenges
arise. Particularly for medical institutions, the vast volumes of
data significantly slow down service towards patients. While
outsourcing data to cloud servers can be a viable solution,
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concerns about data privacy and security should not be ig-
nored. For instance, if highly sensitive health information
were leaked to insurance agencies, the user will face finan-
cial losses and safety threats. Say, the user will encounter
exorbitant healthcare costs, discriminatory practices, and po-
tential denial of coverage, and is vulnerable to identity theft,
fraudulent claims, and even blackmail. One countermeasure
is encrypting the data before uploading it. However, per-
forming computations on encrypted data poses considerable
challenges for cloud servers. Moreover, encryption may im-
pose unbearable computational burdens on sensors in the [oT
system.

Considering the above issues, Saha er al. [10] adopted
Hidden Markov Model (HMM) to propose a privacy-
preserving time-series activity classification algorithm. It fo-
cuses more on the classification of univariate time series
while achieving strong privacy and high efficiency. Liu et
al. [11] proposed a Dynamic Time Warping (DTW) based
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privacy-preserving analysis method for medical time series
data that can be applied to medical research such as public
health disease screening. This scheme focuses on similarity
queries and does not consider how to monitor the patient’s
health status. In addition, Liu ef al.’s scheme can only support
operations on univariate time series and cannot be directly
migrated to multi-dimensional data. Mercier et al. [13] intro-
duced a modular privacy-preserving time series classification
framework that utilizes deep learning and demonstrates im-
pressive levels of accuracy and security. But its computational
complexity and communication costs are prohibitive. Re-
cent MTSC methods, Tang er al. [14] proposed Hformer to
learn hierarchical multi-scale temporal representations. Nuyts
et al. [15] introduced TSelect to remove irrelevant and re-
dundant channels. Oh et al. [16] proposed TSSI, which
transforms multivariate time series into multi-channel images
for CNN-based classification. However, these methods focus
on classification performance rather than the cryptographic
protection of outsourced data and private queries.Therefore,
efficient privacy-preserving MTSC remains an important re-
search problem.

Overall, existing privacy-preserving time-series analy-
sis schemes still face challenges in balancing security
and efficiency. Existing methods mainly focus on uni-
variate time-series analysis, similarity queries, or general
privacy-preserving machine learning, and cannot directly
support privacy-preserving multivariate time-series classifi-
cation (MTSC) in healthcare scenarios. In addition, existing
DTW-based schemes mainly focus on similarity computation
rather than secure nearest-neighbor classification. Therefore,
this work does not simply combine DTWD with secure
multi-party computation, but designs application-specific se-
cure protocols tailored to the DTWD-based MTSC process,
achieving an effective balance between privacy protection and
efficiency.

In this work, we propose SecMTSC, a secure, privacy-
preserving, and efficient scheme for multivariate time se-
ries classification. Specifically, we leverage two-party secure
computation and design a dual cloud servers model for
MTSC. In this model, the service provider can outsource its
multivariate time series data to the two non-colluding servers
and allows user to query its data later. To enhance the effi-
ciency, we design a secure filtering protocol (SFP) to filter
candidate sequences in advance when a query is launched by
a user. We highlight our contributions in the following.

* We propose a privacy preserving scheme for multivari-
ate time series classification based on DTW. Compared
with existing works, our scheme extends the solution on
multivariate time series classification. In our scheme, the
multivariate time series sequences can be classified with-
out disclosing any information, including the classification
results, to either or both parties involved.

* To improve efficiency, we design a secure filtering pro-
tocol (SFP) to filter candidate sequences in advance. We
believe this protocol may be of independent interest for
other secure multi-party computation applications involv-
ing multivariate time series. We also implement our pro-
posed scheme and conduct a comprehensive experiment to
show the efficiency of the scheme.
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The remainder of this paper is organized as follows. We
first give the related works in Section 2 and describe problem
formulation in Section 3. Then we describe necessary pre-
liminaries in Section 4. In Section 5, we propose SecMTSC,
the privacy-preserving multivariate time series classification
scheme, followed by security analysis and performance eval-
uation in Section 6 and Section 7, respectively. Finally, we
draw the conclusion in Section 8.

2 Related Works

Time series data is a type of data in which the values are
observed, recorded, or measured over time. Essentially, time
series data is a sequence that is closely related to time, and
in such a sequence, each data point is associated with a spe-
cific timestamp or time interval. Time series data is commonly
used in various fields, including medical care, finance, eco-
nomics, signal processing, weather forecasting, etc. The key
characteristic of time series data is that it is ordered in time,
which makes general data classification algorithms unable to
be directly applied to time series data.

Compared with univariate time series data, multivariate
time series data has multiple variables measured over time,
making it more difficult to analyze. A series of researchers
studied multivariate time series data and proposed multi-
variate time series data classification (MTSC) algorithms
[17-19], including distance measures, shapelets, histograms
over a dictionary, interval summarising, deep learning/neu-
ral networks and so on. Proven by Bagnall e al. [20] and
Ruiz et al. [21], the DTW classification method has the best
results on classifying multivariate time series data. Josu Ir-
cio et al. [22] leveraged DTW to propose a filter method to
select a subset of time series. Veizaga et al. [23] adopted
it to propose a methodology for the classification of volt-
age sag sources. Shokoohi-Yekta et al. [24] studied DTW
and proposed two obvious strategies for DTW to deal with
multivariate time series problems: independent DTW (DT W)
and dependent DTW (DT'Wp) approaches. The main differ-
ence between these two strategies is that DT Wp requires the
time series data to have the same dimensions, while DTW,;
can be applied to calculate time series data that has different
dimensions.

Multivariate time series data classification (MTSC) algo-
rithms can be applied in many research areas [25-30]. Cham-
bon et al. [25] addressed the diagnosis of sleep disorders
by classifying sleep stages from multidimensional time-series
signals such as electroencephalograms (EEGs), electroocu-
lograms (EOGs), electrocardiograms, electromyograms, and
electromyograms (EMGs). Liu et al. [26] proposed a tensor
scheme along with a novel deep learning architecture called
a multivariate convolutional neural network (MVCNN) for
multivariate time series classification, in which the proposed
architecture considers multivariate and lag-feature character-
istics. Wilson et al. [27] introduced the simultaneous tracking
and activity recognition (STAR) problem, which exploits
the synergy between location and activity to provide the
necessary information for automatic health monitoring. Re-
cent studies have further improved MTSC through advanced
feature learning. Du et al. [31] introduced ST-Tree for multi-
scale feature extraction and interpretable classification. Liu
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et al. [32] proposed a multiple-attention model to capture
temporal, cross-dimensional, and inter-channel dependen-
cies. However, unlike above works, this work will focus on
privacy-preserving properties.

In medical, industrial, or other application areas, multi-
variate time series data always have high privacy protection
requirements and cannot be directly analyzed in plaintext
form. To preserve privacy of multivariate time series data, nu-
merous studies focus on the privacy-preserving time series
query or classification. Zheng et al. [33] presented an effi-
cient and privacy-preserving similarity range query scheme
over encrypted time series data. In their scheme, they use
the time warp edit distance (TWED) as the similarity met-
ric. Then they organize time series data into a kd-tree by
leveraging TWED’s triangle inequality, and design the simi-
larity range query algorithm. Wang et al. [34] also proposed
an efficient and privacy-preserving arbitrary polygon range
query scheme for dynamic and time-series location data.
This scheme introduces a privacy-preserving arbitrary poly-
gon range query algorithm based on symmetric homomorphic
encryption (SHE) technique, which may be of independent
interest for other location application scenarios.

Liu et al. [11] presented the first privacy-preserving DTW-
based analytics system on distributed medical time series
data. This system is efficient, but can only analyze customized
medical data and can only process univariate time series data.
Zheng et al. [12] proposed a privacy-preserving time-series
activity classification algorithm by leveraging hidden markov
model (HMM). Their scheme is not only privacy-preserving
but also efficient in computational cost. However, this scheme
is helpless for the multivariate time series classification prob-
lem. Mercier et al. [13] evaluated the transferability of recent
state-of-the-art privacy-preserving machine learning methods
to the time-series domain. Specifically, they performed simple
tests of the efficiency of several methods, such as differential
privacy, federated learning, secret sharing and homomorphic
encryption, on time series data.

Shi et al. [35] proposed a construction in which an un-
trusted data aggregator is able to compute the sum of a group
of participants’ encrypted values in time-series data without
sacrificing data privacy. Guan et al. [36] presented an efficient
and privacy-preserving max aggregation query scheme for
time-series data in IoT scenarios. They leveraged two encryp-
tion techniques to encrypt the time-series data and achieve the
ranged max aggregation query with O(logL) time complex-
ity, where L is the range length of the query. Xu et al. [37]
also presented a privacy-preserving time-series data aggre-
gation scheme with a semi-trusted authority, which supports
arbitrary aggregate functions and fault tolerance to enhance
the reliability and scalability of data aggregation.

Overall, existing privacy-preserving time-series analysis
schemes still have several limitations. Existing DTW-based
methods mainly focus on univariate time-series analysis or
similarity queries and cannot directly support multivariate
time-series classification. Meanwhile, existing time-series
classification methods mainly focus on classification per-
formance rather than privacy protection. Moreover, gen-
eral secure computation frameworks still incur considerable
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overhead when applied to DTWD computation and nearest-
neighbor classification. Therefore, achieving efficient classi-
fication while protecting the privacy of multivariate medical
time-series data remains an important research problem.

3 Problem Formulation

In this section, we define the system model and security
model. Furthermore, we introduce the main notations used in
this paper.

3.1 System Model

As illustrated in Figure 1, this paper considers a typical cloud-
based system which involves three types of entities, i.e., a
trusted service provider, two cloud server Fy and P;, and a
query user.

Secure protocols
G i

P,

D

Service Provider

Query User

Figure 1: System model.

* Service Provider: The service provider has massive mul-
tivariate time series data and provides time series data
classification services to users. In healthcare scenarios,
the service provider may be medical centers, hospitals,
or healthcare institutions, which are responsible for eval-
uating users’ health conditions by classifying their multi-
variate time series. Specifically, the service provider has
a personalized classification model. When a user sends
his/her health record data (time series data) to request
health status, the service provider identifies the class label
through this model. Restricted by computational resources
and facilities, the service provider may seek assistance
from cloud servers. That is, the service provider outsources
the classification model to cloud servers and delegates the
servers to provide classification services for users. Addi-
tionally, to preserve the privacy of the classification model,
it encrypts the classification model before outsourcing it.

* Query User: Query users can enjoy the query services
provided by service provider and classify their own query
data. For example, in healthcare scenarios, a query user U
is equipped with IoT devices, to collect his/her time series
health record data to monitor his/her health. Then, the user
sends the time series data (encrypted) to request the cloud
servers to perform health queries. Thereafter, the query
user can get results, which indicate their own health status.

* Cloud Servers: Two cloud servers P = {P,, P, } store the
encrypted classification model and perform the query pro-
cess. In practice, they can be deployed on independent
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cloud platforms to provide secure computation services.
Upon receiving query requests, the two servers collabo-
ratively execute the proposed protocols and communicate
during secure computation, while neither server can access
the plaintext model or query data.

3.2 Security Model

We consider the problem of privacy preserving multivariate
medical time series classification under the semi-honest ad-
versary model (a.k.a., honest-but-curious adversary model).
That is, we assume that parties are semi-honest ones who cor-
rectly follow the protocol specification, yet attempt to learn
additional information by analyzing the transcript of mes-
sages received during the execution. Taking servers Fy and P;
as an example, they honestly store the classification model
and respond to queries sent by users but are interested in
the content of the model, user data, and classification results.
In addition, our work assumes that the two servers do not
collude.

Although malicious behaviors or collusion between cloud
servers may exist in practical healthcare cloud environments,
stronger security models usually introduce additional compu-
tational and communication overhead. Therefore, this work
focuses on the semi-honest and non-colluding setting to bal-
ance privacy protection and efficiency. Supporting stronger
security models will be considered in future work.

Under the foregoing system model and security model,
our design goal is to introduce a privacy-preserving multi-
variate medical time series classification scheme. On the one
hand, the scheme should keep the service provider’s classifi-
cation model secret to prevent the cloud servers from learning
sensitive information. On the other hand, the scheme should
protect the confidentiality of the query data and only allow
explicitly defined leakage during the classification process.
Specifically, under the semi-honest and non-colluding model,
each cloud server only holds its own secret shares and can-
not learn the original time-series data, classification labels,
classification model parameters, or intermediate computation
values beyond the leakage defined by the leakage function.

3.3 Notations and Definitions

Definition 1. Univariate Time Series S = {51,582, ...,8,} con-
sists of individual observations recorded in sequence. Uni-
variate time series in the medical field refers to a set of
medical data that is collected and recorded over time, such
as measurements of vital signs, laboratory results, or symp-
toms. The data is typically collected at regular intervals, such
as daily, weekly, or monthly, and is used to track changes in a
patient’s condition or to monitor the progression of a disease.

Definition 2. Multivariate Time Series (MDTS) consist of
n individual time series where each time series has d (d > 2)
observations, expressed as Equation (1):

X ={X1,X2,... Xy} where X; = (X 1,....,Xi ). e))

In the medical field, multivariate time series refers to medi-
cal data that is recorded with multiple observations over time,
where each observation is a set of variables that are measured
at the same time. For example, in electroencephalography
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(EEG), data from multiple channels are recorded simultane-
ously, with each channel representing electrical activity at a
different location on the scalp.

Definition 3. Dependent Dynamic Time Warping dis-
tance (DTWp) is proposed by Shokoohi-Yekta et al. [24]
for multivariate problems. Given two multivariate time se-
ries, a data sequence X = {X1,X>, ..., X, } and query sequence
Q = {Ql,Qz,...,Qm}, where Xi = (x,‘yl,...,xi,d) and Qj =
(¢j15---qja) With the same dimensions, the DTWp distance
is calculated as Equation (2):

D(i—1,j—1)
D(i,j) =distance(X;,Q;) +min{ D(i—1,j) 2)
D(l7.] - 1)

in which distance(X;,Q;) = ¥&_, (xix — q;x)* The final dis-
tance is D(m,n).

3.3.1 Notations

The main notations used throughout this paper are shown in

Table 1, and other special symbols will be introduced when
using.

Table 1: The Summary of Notations.

Notations ~ Comments
(x)* Arithmetic sharing of the value x.
(x>B Boolean sharing of the value x.
T The database of classification model.
N The number of values contained in the
database.
T Each sequence of database.
T The encrypted from of .7 [i]
l The length of 7[i].
(0] The user’s query sequence.
m The length of Q.
U The upper bound sequence of Q.
L The lower bound sequence of Q.
d The dimension of a time series.
€10,...,r—1] The candidate sequences €[0)],...,€[r — 1].
A[0,...,r]  The value of DTW)p distance between Q and
Eli).
n The filter rate.
¢ A threshold.
T a uniformly random permutation of
{1,..,N}.
4 The leakage function.

4 Preliminaries

4.1 Multivariate time series classification

At a high level, the MTSC algorithm first computes the
dependent warping (DTWp) distance distance(Q, 7 i])
between each sequence .J[i] in the database 7
and the query sequence (. Then it calculates
min_index(distance(Q, 7 [1]), ..., distance(Q, 7 [N])) to ob-
tain the minimum distance dist,,;, and the corresponding
sequence index index,;,. The output of the algorithm is
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(distyin,index,,;n), and the final class label is determined ac-
cording to the class information associated with the selected
sequence. The algorithm is shown in Algorithm 1.

Algorithm 1 Plaintext multivariate time series classification
algorithm

Input:
1: Query sequence: Q = {01,05,...,0,}, where Q; =
{(ar,1,q14); - (@m1s s Gma)

2. Classification model database: 7 = { 7 [1], ...,
where T[i] = {(t] ...t g)s s (1 151 g) }
Output: The minimum distance and the corresponding se-

quence index res = (distyn, index,)

3 for i=1;i <N;i++)do

4 Set a m* [ matrix dist,;qrix as all 0

5 for (j=1;j<m;j++)do
6: for w=Lw<ILw++)do
7
8
9

T NI},

dist = 0;
forv=1,v<d;v=v+1)do
dist = dist + (qj, — 1}, ,)?
10: distarric|j][w] = dist;
11: Initialize the DTW matrix: D(0,0) =0, D(i,0) =
for 1 <i<m,and D(0,j) =4 for1 < j<I.
12: for (i=1;i<m;i++)do

13: for(j=1;j<I;j++)do
14: Dpin =min{D(i—1,j—1),D(i—1,j),D(i,j—1)};
15: D(iv]) dlsrmatrlx[ ][ ] ~+ Dpin;

distance(Q, 7[i]) = D(m,1);
16: (distyin,index,n) < min_index(distance(Q, 7 (1)),
- distance(Q, T[N]));

17: res = (distyn, indexyy)

The computational complexity of calculating the DTWp
distance between Q and one sequence 7 [i] is O(mld), where
m, [, and d denote the query length, sequence length, and
dimensionality, respectively.

To improve the efficiency, we adopt a lower bound func-
tion LB,,, proposed by Rath er al. [38] into our scheme,
which can filter out sequences that meet the preset threshold.
Rath et al. proved that for any two sequence Q and X of the
same length, LB,,,(Q,X) < DTWp(Q,X) [38]. To compute
the lower bound LB,,,(Q,X), two envelopes L = {l1,...,In}

and U = {uy,...,u} are constructed according to the query
Sequence Q = {(611.1 ) "'aql,d)a eeey (CIm.,l 9 "'7Qm,d)}:

ui = (Ui i), 3)
where u; j = max(qi—r,j, qitrj),

Li= i, lia), 4

where l; j = min(qi—,.j,qi+r;), and r satisfies j—r <i < j+r.
Then we have,

(xi,j — '4:1) if xij > uij

Z ‘th ,J lf Xij = < ll] . (5)

i=1
/ 0 otherwise

m»QX:

Mgk
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Note that X = {(x1,1,...,%1.4)s s Xm, 151 Xma) }-

4.2 Secure Multiparty Computation

Secure multi-party computation (SMPC) allows n parties to
securely compute a function f(xy,---,x,) on their respective
inputs without revealing the inputs to each other. To realize
secure computation, many different techniques have been de-
veloped, such as secret sharing [39], oblivious transfer [40],
garbled circuit (GC) [41] and so on.

CryptFlow2 framework [42] is a cryptographic frame-
work that implements secure inference over realistic Deep
Neural Networks (DNNs) using secure 2-party computation
(2PC). It provides general secure computation primitives,
such as secure comparison, division, Fpg.,, and Fyyx, which
serve as building blocks for higher-level secure protocols.
Based on these primitives, we implement several basic se-
cure operations, including SCMP, SMinP/SMaxP, and SSP,
which serve as building blocks for our scheme. The function-
ality Fpger, takes arithmetic shares of @ as input and returns
boolean shares of DRelu(a), where DRelu(a) =1 if a > 0 and
0 otherwise. The functionality Fyyx selects the input share
according to the choice bit c. Furthermore, these basic op-
erations are used to construct our privacy-preserving MTSC
protocols, including SFP, SDTWDP, and SCFP. Specifically,
SFP performs secure candidate filtering, SDTWDP computes
secure DTWD distance, and SCFP enables secure classifica-
tion.

To avoid numerical overflow during secure computation,
all inputs and intermediate results are represented using fixed-
point encoding with sufficient bit length. The bit width is
selected according to the range of intermediate values in
DTWD computation and secure protocol execution. After
secure multiplication, truncation is performed to maintain
precision and avoid overflow under the selected precision
setting.

4.2.1 Secure Comparing Protocol (SCMP)

Assuming that Py inputs a set of shared values ((x)d, (y)§)
and P, inputs ({x)7. (y)}). where ((x)3, (x)4) and ((y)2, (»)3)
are arithmetic sharing of values x and y, respectively. Secure
comparing protocol(SCMP) is to realize the function that re-
turns boolean secret shares ({c)g, (c)¥) of ¢, where ¢ = 1 if
x >y and 0 otherwise. SCMP works as follows:

1. P, computes the secret difference of x and y as <a>2 =
(x)7 — (3} Tocally.

2. Py and P; jointly invoke an instance of Fpg,;, which in-
puts (a)ﬁ and outputs the boolean shared value of the
comparison result bit (c)f .

Correctness: The correctness of this protocol is obvious. <a>’2
is computed locally by P, as subtracting (y>2 from (x)?. Thus,
a = {a)y + (a)9 is the difference between x and y. Then P,
invokes Fpger, on <a>?, which is a secure and correctness
function for computing the shared value of the boolean shared
bit comparison result (c)%. This ensures that the comparison is
performed correctly. Therefore, the protocol is correct based
on the correctness of Fpgrey.
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4.2.2 The Secure Minimum (Maximum) Computing
Protocol (SMinP/SMaxP)

As the same as SCMP, assuming that Py and Py input ({x)3,
(o) and ({(x)4, (y)1), respectively. The secure minimum
(maximum) computing protocol (SMinP/SMaxP) is to realize
the function that returns the arithmetic shares (min(x, y))? or
(max(x, y))?. Specifically, SMinP/SMaxP works as follows:

1. P, jointly invokes Fpgs, with input (a)y to output (c)?,
where (a)) = (x)5 — (y)4 calculated locally by P,. Thus,
if x >y, ¢ =1, otherwise ¢ = 0.

2. P, jointly invokes Fyyx with input (@)} and (c)5 to out-
put <t>‘2. Notice that, if x > y, we have t = x —y, otherwise
t=0.

3. P, computes <min(x,y)>’2 = <x>‘2 — <t>? (<max(x,y)>’2 =
(3 + (1)3) locally.

Correctness: According to the definition of Fpgeyy, if x >y,
we have ¢ = 1, otherwise ¢ = 0. Then, Py and P; jointly in-
voke Fyyx with the inputs a and ¢ (shared form). According
to the definition of Fyyx, we have thatt =a=x—yifx >y,
otherwise t = 0.

Assuming x >y, let =x—y. Then x —¢ = y represents the
minimum value between x and y, while y 4+t = x represents
the maximum value between them. Alternatively, if x < y, set
t = 0. Then in this case, x — ¢ = x remains the minimum value
between x and y, and y 4t = y still remains the maximum
value between x, y.

That proves the correctness of SMinP/SMaxP.

4.2.3 The Secure Sorting Protocol (SSP)

Suppose that two tuples (x,1,) and (y,1,) are shared by cloud
Py and P;. Here, x and y are the data that should be com-
pared, I, and I, are the corresponding indexes of x and y. The
goal of SSP is to securely sort the two tuples, i.e., (x,I,) and
(v,1y) are sorted as (x',1;) and (y', ;). Here, X' = min(x,y),
Y = max(x,y), I, = Lyin(xy) and I, = Lyqy(xy). Notice that,
(x, L), (1), (¥, 1) and (y',I})) are all secretly shared among
Py and P, and Py cannot retrieve any original information
about (x, L), (v, Iy), (x',I;) and (', I}).

The secure sorting protocol (SSP) is shown in Algo-
rithm 2. This protocol is very similar to invoke SMinP and
SMaxP protocols simultaneously. According to the definition
of FpRew, v=1if x >y, otherwise, v = 0. Thus, according to
FMyx, we have

—v i >
R yl.fx_y, ©)
0 if x<y,
and
L—1 if x>y,
g=< @)
0 if x<y.

Then, it is easy to have x—t = min(x,y), y+t = max(x,y), I, —
8 = Lnin(xy)> Iy + 8 = Lnax(ry)- This also proves the correctness
of SSP.
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Algorithm 2 Secure sorting protocol (SSP)

Input: P, inputs ((x)7, (,)7) and ()}, (1)2)
Output: P, outputs ((x')y, (I.)2) and ((y')%, <I}’,>?), where
x= min(xay)9 y/ = max(xvy)’ I)/c = Imin(x,y)’ I)/r = Imax(x,y)'
1. P, locally computes (w) = (x)5 — (y).
2. Py locally computes (h); = (I,)5 — (Iy>‘2.
3. Py and Py jointly invoke Fpg,;, with input (w)Z‘ to get
(v)7, respectively.
4. Py and Pj jointly invoke Fy;yx with input (w)’;} and <v>f
to get (t)’,;‘, respectively.
s: Py and P; jointly invoke Fyyx with input <h>£ and <v>f
to get (g)ﬁ, respectively.
6 Py locally computes () = (7 — () (/)7 = ()7 +

(1) (L = (LY — (8 and (Y, = (LY4 + (g)5.

5 Secure Multivariate Time Series
Classification

In this section, we propose the detailed privacy-preserving
multivariate time series classification scheme (SecMTSC).
We first give an overview design of our scheme. Then we
present each stage contained in elaboration.

5.1 Scheme Overview

At a high level, our scheme consists of five stages, i.e., data
outsourcing, user query, secure filtering, secure classification,
and result retrieval. During the SecMTSC processes, the cloud
server P, learns nothing of the service provider’s classifica-
tion model and the user’s query data. The secure classification
process consists of three sequential protocols. SFP first filters
unnecessary sequences and outputs the candidate set 4. Then,
SDTWpP computes the exact DTWp distances of candidate
sequences. Finally, SCFP finds the minimum distance and
the corresponding sequence index to obtain the classification
result.

In the data outsourcing stage, the service provider out-
sources its classification model to two cloud servers Pj.
Specifically, the service provider leverages the secret sharing
method to split its data into two sharing slices and uploads
them to two cloud servers, respectively.

Then, in the user query stage, a user sends its query se-
quence in a secretly sharing manner to the cloud servers.
Moreover, the query user also generates upper and lower
bound sequences of the query sequence for cloud servers to
perform secure filter to improve the efficiency.

In the secure filtering stage, the cloud servers filter candi-
date sequences based on the upper and lower bound sequences
of the query sequence. To do this, we propose a secure filter-
ing protocol (SFP). The SFP calculates a boundary distance
named LB,,, before computing the DT Wp, distance in order to
quickly exclude unpromising sequences. Only sequences that
meet certain criteria in the classification model can calculate
the exact DT Wp values with the query sequence. Specifically,
cloud servers P, jointly calculate the LB,,, distance value be-
tween each sequence in T and the query sequence Q. Then
they compare each LB,,, with a threshold ¢ given by the user,
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and only sequences with the LB,,, smaller than the threshold
¢ can be used as candidate sequences.

After the secure filtering stage, both P, cooperate to com-
plete the classification stage. To deploy this stage securely,
our main insight is to build a secure DT'Wp distance protocol
(SDTWpP) and a secure classification protocol (SCFP). The
secure DT Wp distance protocol (SDTWpP) accurately calcu-
lates the DT Wp, distance between the query sequence and the
candidate sequence is screened during the filtering stage. The
secure classification protocol (SCFP) finds the minimum of
the exact DTW)p distance value and obtains the secret index
of the minimum sequence (in the secretly shared form).

With the outputs of two cloud servers in the secure clas-
sification stage, the query user retrieves the final result in the
result retrieval stage with negligible computation cost.

5.2 Data Outsourcing Stage

In this stage, the service provider outsources its classifica-
tion model to the two cloud servers Py and P;. This process
mainly uses arithmetic sharing to share data. For arithmetic
sharing, an /-bit value is shared additively in the ring Z,
as the sum of two values. Specifically, for each sequence
T ={(] 1] g)s s (1] 1551 ) }5 T[] records the mul-
tidimensional time series data sampled at each time, which
is a multidimensional matrix, and each data ¢ has ¢ bits. The
service provider randomly generates ar €R Zy for each data
t, sets (1) = r, and calculates (1)} =7 — r. Then it respec-
tively sends corresponding shares to two cloud servers for
b € {0,1}. The detail of this stage is shown in Algorithm 3.

Algorithm 3 Data owner outsourcing process
1. fori=1toN do

2 for j=1to!/do

3 for k=1tod do

4: Selects a random number r € Z2g.

5 Sets (t )0 = r, and calculates (¢ )1 = t;'.,k —r.
6: Sends ()} to P, for b € {0,1}.

5.3 User Query Stage

In this stage, a query user may try to identify the category to
which his/her data belongs. For instance, in healthcare sce-
nario, the user may want to check his/her health status by
launching a query with his/her sequence data Q. To do this,
he/she first computes the upper bound U and lower bound L
according to the Equations (3) and (4) for Q. Note that, the up-
per bound U and lower bound L are used for the cloud servers
to filter suitable candidate sequences from the large classifi-
cation model to improve the efficiency of the scheme. After
that, the user secretly shares the above information and sends
<Q>?, (U, (L3, and (¢)4 to cloud server P,, where ¢ is the
threshold for the query sequence Q.

5.4 Secure Filtering Stage

When two servers receive the query request from the user, a
series of operations should can be executed between Py and
Py. The goal of this stage is to retrieve the indices of the can-
didate sequences that are closer to the user query sequences,
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so as to improve the efficiency of the proposed scheme. To
do this, we propose a secure square of the difference proto-
col (SSDP) and a secure filtering protocol (SFP). The SSDP
is a fundamental protocol to construct SFP. The SFP realizes
the calculation of the LB,,, distance and the selection of can-
didate sequences. Specifically, SSDP computes the squared
differences, while SCMP and Fyyx securely select the valid
boundary distances. The details of SSDP and SFP are shown
in Algorithm 4 and Algorithm 5.

Algorithm 4 Secure square of the difference protocol (SSDP)

Input: Each cloud server P, inputs <x>2, <y>2, respectively
Output: P, outputs (d)}

1: P, locally calculates <a>/2 = (x)? — <y>‘2.

2. P, jointly calculates (d) by invoking secure multiplica-
tion protocol Mul ({a )’2 (a >/2).

Algorithm 5 Secure filtering protocol (SFP)

Input: (7). (U)y, (L), (9))-
Output: A index set %.
1: fori=1to N do

2. Let T[] = {(t1,1,--11,4)s - (tm15 s tma) }
3 Set (LB )3 < 0
4 for j=1tomdo
5 Set (D)} + 0
6: fork=1tod do
A
7 (du)y + SSDP( (1), <1/¢Jk> )-
A
8: (di)} + SSDP( (1 >ﬁ’, L))
9: <C> +— SCMP( <lj k>b’ <ujk>h).
10 ()8 — SCMP( ()7, (1)),
1 ()}, < Faux({du)y (€)p).
12: <d221 «— Fyux ( <dl>2’ <Z>f)
13: <d> < > < >b
14: (D)} <D>2 + <d>/12'
15: <LBmv>2 A <LBmv>2 + <D>/I;‘
16: <S>§ — SCMP( <¢>27 <LBmV>‘2)
17: Py and Pj jointly retrieve s and add i into % if s = 1.

Assuming P, holds the secret shared values <x>?, <y>2 of
x and y. To compute the secret shares of (x —y)?, the SSDP
should leverage a multiplication protocol Mul((a)* - (a)*)
[43]. As a basic MPC operation, Mul requires the two cloud
servers to pre-compute multiplication triples, then P, can
easily and locally calculate its secret share (d)’,j of (x—y)2.

The secure filtering protocol (SFP) aims to calculate the
distance LB, between Q and each data sequence .7[i] in
database .7 according to Equation (5), and then compares
LB,,, with the threshold ¢. If LB,,, is less than ¢, then the
corresponding sequence will be acted as a candidate sequence
and added to the candidate set €.

From Equation (5), we can observe that the value of
LB,,, is the sum of a series of values between (f; j — u;, j)z,
(ti7 i— i j)z, and 0. To securely achieve this, we use two temp
values d; and d to store intermediate results. According to
the line 7-12 of the algorithm and the definition of Fy;yx, we
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have 5
tig—Uj if tigx>ujg,
d, = (]-,k j.,k) f ],k_. Jjik )
0 otherwise,
ti—Lin)? if tix <l
d2 — ( J J ) Js ' J (9)
0 otherwise.

Furthermore, since u; is greater than /; , the sum of d; and
d, exactly fits the definition of LB,,, given above. Then P, can
easily and locally computes the secret shared form LB,,, of Q
and 7 [i]. After that, by comparing LB,,, and the threshold ¢,
P, can decide whether the sequence indexed by i is a candidate
sequence. Besides, we denote the filter rate as n = 1 —|€|/N,
where || is the number of candidate sequences.

The threshold ¢ controls the trade-off between filtering
efficiency and classification correctness. A smaller ¢ reduces
the number of candidate sequences and secure DTWD com-
putation overhead, but may remove the true nearest neighbor.
A larger ¢ improves candidate preservation but reduces filter-
ing efficiency. Therefore, ¢ should be selected by balancing
filtering efficiency and classification correctness according to
the requirements of the filtering process.

The computational complexity of SFP is O(NId), where
N, I, and d denote the number of sequences, sequence length,
and dimensionality, respectively.

5.5 Secure Classification Stage

After the security filtering stage, P, receives a candidate index
set, and the security classification phase can be performed be-
tween Py and P;. The goal of this stage is to calculate the exact
DTWp values between sequences in the candidate set and the
query sequence Q, and get the classification result through the
classifier. Therefore, we propose a secure DT Wp, distance pro-
tocol (SDTWpP) and a secure classification protocol (SCFP)
to achieve this. The SDTWpP is used to securely calculate ac-
curate DT Wp values. After obtaining the value of DTWp and
the corresponding index, SCFP finds the minimum distance
and its index to extract the classification result. The details of
SDTWpP and SCFP are shown in Algorithm 6 and Algorithm
7.

5.5.1 Secure DTWj Distance Protocol (SDTWpP)

When two servers receive the candidate index set [0, ..., r —
1], P, can perform the SDTWpP to calculate the specific
DTWp value between the candidate sequence and the query
sequence. The details of the SDTWpP are shown in Algo-
rithm 6.

For each candidate index %[i] (0 < i < r) of the candi-
date index set €, P, retrieves the shared (7 [%[i]])} locally.
Then, P, can compute the specific DTWp value by invok-
ing the SSDP protocol and the SMinP protocol. According to
Equation (2), when calculating the square of difference value
of a candidate sequence .77 [¢[i]] and the query sequence Q,
P, should run the SSDP protocol to get the first shared ma-
trix (MAT1)). Next, according to the (MAT1)7, two cloud
servers get the second sharing matrix with (MAT2), by using
the SMinP protocol. At this point, the matrix <MAT2,7m>'2 is
the DTWp value between .7 [¢'[i]] and Q. Here, MAT 1 stores
the point-wise distance values, and MAT2 stores the accumu-
lated DTW values obtained by dynamic programming.
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The computational complexity of SDTWDP is O(ml) for
each candidate sequence, where m and / denote the lengths of
the query sequence and candidate sequence, respectively.

Algorithm 6 Secure DT W), distance protocol (SDTWpP)
Input: (Q)}, (7)4 and i
Output: (A[i])}

1: For each index of €[i], P, retrieves (7 [€[i]])%.

2. foru=1to/ do

3: forv=1tomdo
4: for j=1tod do
5: <tempj>2 < SSDP( <tu,j>12, <‘1v~j>2)‘

=

A
(MAT 1,y  T4_, (temp;),.

7. foru=1to/ do

8: forv=1tomdo

9; if u=1and v =1 then

10: (MAT2,,) < (MAT1,,)5.

11: if u=1andv > 1 then

12: (MAT2,,,)8 < (MAT1,,,)% + (MAT2,,_1)).
13: if u > 1 and v =1 then

14: (MAT2,,)} + (MAT 1,5} + (MAT2, 1),
15: if u>1 and v>1 then

16: (@) SMInP((MAT2, 1,1 Yo, (MAT2,_1,),).
17: (minyy < SMinP({a)y, (MAT2,,—1)}).
18: (MAT2,,,Y} + (MAT1,,,)4 + (min)}.

w9: (Ali])y « (MAT2y,,),.

5.5.2 Secure Classification Protocol (SCFP)

The goal of the secure classification protocol is to find the
minimum DT Wp distance from the resulting DTWp values
and the corresponding candidate sequence index. Details of
the SCFP are introduced in Algorithm 7. In general, the main
insight of SCFP is that Py and P; jointly find the minimum
DTWp value and the corresponding index between the can-
didate sequences and the query sequence. To do so, they
compare other data pairs (value and index) one by one by
invoking SSP. Here, A[i] denotes the DT W), distance of the i-
th candidate sequence, and (A,in,IDynin) denotes the current
minimum distance and its corresponding index.

Specifically, P, first sets the the minimum value and in-
dex pairs ( <Amm>2, (IDpin)y) as the first pair of candidate
sequence set ((A[0])7, (€ [O])?) After that, SCFP leverages
SSP to obtains the minimum value and the corresponding
index according to the line 2-4 of the algorithm. By invok-
ing SSP, the two input pairs ((Auin )3, (IDin)g) and ((A[i])s,
(%[i])?) will be compared and the smaller one pair will be

stored in ((Al;.)4, (ID}.)y) according to the functionality

of SSP. Then, ((A,ni,,>‘2, <1Dm,-,1>2) will be reset as the smaller
pair ({A! )2, (ID! >‘2) for the next comparison. At the end

min min
of the 100p, ({Amin)s, (IDmin)p) is the exact final minimum
DTWp value and the index. Then, Py and P; can jointly re-
trieve the index ID,,;, of the sequence with the minimum
distance, which is used to determine the classification result
according to the class information associated with the selected

sequence.
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The computational complexity of SCFP is O(|%¢
|%’| denotes the number of candidate sequences.

), where

Algorithm 7 Secure classification protocol (SCFP)

Input: (A[0,...r—1])5, (€]0,...,r — 1))
Output: (result))
0 ({Amin)y» (IDmin)y) < ((A[0]), (€ [0])).
2 fori=1tor—1do
5 (Al IDh )y, (A1, (€[]
SSP(( {Amin)ss (IDin)p)s (A[]Ye, (€Li])5))-
£ ((Amin) (IDmin)) = (AbiaVs (IDjin)3)-
5. Py and Py jointly retrieve ID,,;, and then get the final
result
(resulty < (T IDpin) 4.

5.6 Result Retrieval Stage

According to our protocol, the final result is shared between
two servers. After the end of the protocol, P, sends the respec-
tive results (result)’g to the user. The user recovers the final

result locally, i.e., result = <result>3 + <result>ix which is the
predicted state of health.

6 Security Analysis

In this section, we first give an overall security analysis of our
scheme, then we carry out the formal security proofs of the
components of our scheme.

Leakage function of our scheme. According to the pro-
tocol execution, the leakage function of SecMTSC is defined
as

gz(N717|Q|7L3U7%71Dmin)7 (10)

where N denotes the number of time-series samples in the
database, / denotes the length of each time series, |Q| denotes
the length of the query sequence, L and U denote the lower
and upper bounds used in the filtering process, % represents
the candidate index set revealed during SFP, and ID,,;, rep-
resents the minimum-distance sequence index reconstructed
during SCFP.

Apart from the leakage explicitly defined in .Z, the cloud
servers cannot obtain the original time-series data, classifi-
cation model parameters, labels, or intermediate computation
values.

The leakage information of our scheme. We conduct
a specific analysis of information leakage according to the
user’s query process. Since the query process does not involve
the service provider (medical center, etc.), we only need to
analyze the information leakage in the process of outsourcing
data from the service provider to the two servers.

In the data outsourcing stage, the classification model of
the service provider is secretly shared between the two cloud
servers Py and P;. Since the two servers are assumed to be
non-colluding, the private data cannot be reconstructed by any
single server. However, the total number of data items in the
database N and the length [ of each time series will be known
by the cloud servers.

After the user initiating a query, the query sequence Q,
the upper bound U, the lower bound L, and the similarity
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threshold ¢ are secretly shared with the cloud server. Based
on the security of secret sharing, the cloud server can only get
the length of O, L, and U. Before returning the query results
to the user, the following protocols need to be executed on
the cloud server, i.e., the secure filtering protocol (SFP), the
secure DTWp distance protocol (SDTWpP), and the secure
classification protocol (SCFP). Next, we mainly analyze the
security of these component protocols, such as SFP, SDTWp,
SCFP, etc.

We assume that the security primitives described in
Section 4 are secure under the semi-honest model. It mainly
includes Fpgey, and Fyyx functions, which have been proved
in the literature [42]. In addition, Mul is also secure under
the semi-honest model, which has been proven in [44]. Next,
we prove the security of our protocols based on the above
assumptions.

Theorem 1 If Fpgey, protocol is secure under the semi-honest
adversarial model, the secure comparing protocol(SCMP) is also
secure under the same model.

Proof. In SCMP, on input <x>’2, (y>’2 of P,, it locally computes
<a>2, which is the secret share of the difference between x and
y. It is easily known, this process will not reveal any informa-
tion of x and y. Then with the value of <a)’2, Py and P, jointly
invoke Fpgey, function to get the boolean shared value of the
comparison result bit (c)f . Then, we can have if the Fpge,
function is correct and secure under the semi-honest adver-
sarial model, the SCMP is also correct and secure under the
same model.

Theorem 2 If Fpgen, and Fyyx protocols are secure under the
semi-honest adversarial model, the secure minimum (maximum)
computing protocol(SMinP/SMaxP) is also secure under the same
model.

Proof. In SMinP/SMaxP, on input (x>2, (y>? of Py, it locally
computes <a>2, and then jointly invoke Fpg,y, function to get
intermediate shared bit <c>g . Essentially, the above calcula-
tion process is the same as the SCMP. Thus, the information
of x and y will not be leaked for now. After that, with (c) and
<a>2, Py and P; jointly invoke Fyyx function and get another
intermediate result (t)ﬁ,‘. As well as the Fyyx is secure under
the semi-honest adversarial model, the security of x and y can
still be guaranteed. Afterwards, the shared result of SMinP/S-
MaxP will be locally computed by Py and P; independently.
Thus, the security of SMinP/SMaxP can be reduced to the
security of Fpger, and Fyyx.

Theorem 3 If Fpg.i, and Fyyx protocols are secure under the semi-
honest adversarial model, the secure sorting protocol(SSP) is also
secure under the same model.

Proof. The goal of SSP is to securely sort the two tuples, i.e.,
(x,Lc) and (y,1y) are sorted as (x',1;) and (y',I}) in ascend-
ing order. During the protocol, Py and P; will only perform
two types of operations, i.e., locally computation and sub pro-
tocols invoking. In the steps 1, 2 and 6 of SSP protocol in
Algorithm 2, P, locally computes intermediate or final results
without sacrificing any security. In the steps 3, 4, and 5 of SSP
protocol, Py and P; jointly invoke Fpg,;, and Fypyx functions.
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Therefore, similar to the SMinP/SMaxP, the security of SSP
can also be reduced to the security of Fpg,;, and Fyyx-

Theorem 4 [f Mul protocol is secure under the semi-honest adver-
sarial model, the secure square of the difference protocol (SSDP) is
also secure under the same model.

Proof. In the SSDP, P, locally calculates the shared differ-
ence between the inputs (x)}, (y)% and then jointly invokes
the Mul function to compute the shared square of the differ-
ence. Therefore, it is obvious that the security of SSDP can
be reduced to the security of the Mul protocol.

Theorem 5 If SCMP, SSDP and Fyyx protocols are secure un-
der the semi-honest adversarial model, the secure filtering protocol
(SFP) is also secure under the same model.

Proof. The SFP aims to filter out the index set of sequences
whose distance LB,,, to the query sequence is less than the
threshold ¢. To achieve efficient filtering, the candidate index
set generated by SFP is considered as explicitly defined leak-
age in the protocol execution. In the SFP, Py and P; jointly
process all sequences in the database .7. For each sequences
(T [i]>2, Py and P, first set LB,,, as the shared value of 0. This
can be easily initialized by Py and P; independently. Then
for each time slot, an intermediate variable D is also set to
be the shared value of 0. During these intermediate compu-
tations, no information about the private inputs is leaked to
Py or P;. Then in steps 7-12 of SFP, Py and P, jointly invoke
SSDP, SCMP and Fyyx protocols multiple times. If we as-
sume SCMP, SSDP and Fjy;yx protocols are secure, then the
SFP is also secure for now. After that, in steps 13-15, lo-
cally computations are executed by P, independently. Finally,
SCMP is invoked one more time and the result of SCMP is
retrieved by Py and P;, which means the distance LB, of the
current sequence (.7 [i]) between the query sequence is less
than the threshold ¢ or not. Therefore, it is easily to know that
the Theorem 5 holds.

Theorem 6 If SMinP and SSDP protocols are secure under the
semi-honest adversarial model, the secure DTWp distance protocol
(SDTWpP) is also secure under the same model.

Proof. This protocol aims to compute the DTWp distance
of the query sequence Q between the candidate sequence
T [€]i]]. In the steps 1-6, P, locally retrieves (7 [€]i]])y and
repeatedly invokes SSDP protocol to compute the shared ma-
trix (MATl)?. Since the two sequences are secret shared and
the SSDP protocol is secure under the semi-honest adversarial
model, the matrix (MATl)? will not reveal any information
of the two sequences. After that, in the steps 7-18, P, locally
initializes the first row and first column of matrix (MAT2)
according to (MATl)? and jointly invokes SMinP to calcu-
late other cells of the matrix (MATZ)?. During this process,
only local operations and SMinP are carried out. Therefore,
(MAT2)} will also not leak any information about the input
sequences and the SDTWpP is secure under the semi-honest
adversarial model.

"https://www.timeseriesclassification.com/description.php?Dataset =AtrialFibrillation
Zhttps://www.timeseriesclassification.com/description.php?Dataset =ERing
3https://www.timeseriesclassification.com/description.php?Dataset =BasicMotions
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Theorem 7 If SSP protocol is secure under the semi-honest adver-
sarial model, the secure classification protocol (SCFP) is also secure
under the same model.

Proof. The security of SCFP can obviously be reduced to
the security of SSP. In this protocol, for r candidate se-
quences with their indices ¢ and the corresponding distances
A, P, runs SSP protocol r — 1 times to get the minimum dis-
tance and the corresponding sequence index which are stored
in A[0] and %[0], respectively. The reconstructed nearest-
neighbor index ID,,;, is regarded as explicitly defined leakage
required for returning the classification result. Therefore, if
SSP protocol is secure under the semi-honest adversarial
model, then SCFP is also secure under the same model.

7 Performance Evaluation

In this section, we present the experimental results of our pro-
posed scheme. We run experiments using three public datasets
and implement them under Cryptflow2 [42] framework to
benchmark runtime and communication cost.

7.1 Experimental Setting

To measure the performance of the scheme, we conduct
experiments on a workstation with an Intel(R) Core(TM)
19-12900KS CPU @5.5GHz, 128GB memory and a docker
container on Linux operating system. To monitor network
traffic, we use the nload application under the Linux termi-
nal. Moreover, the evaluation datasets were obtained from the
UEA Multivariate Time Series Classification Archive [21].
Specifically, we conduct experiments on three datasets, i.e.,
AtrialFibrillation!, ERingz, and BasicMotions>. The descrip-
tion of the three dataset parameters is shown in Table 2. To be
compatible with secure computing primitives, we normalize
the original datasets and quantify each data point to an inte-
ger of 100 or 1000 (depending on the data set). In addition,
each experiment is conducted multiple times and the average
runtime is reported.

Table 2: The description of the three datasets parameters

Parameters
Datasets
n [ d
AtrialFibrillation 15 640 2
ERing 30 65 4
BasicMotions 40 100 6

We use the three datasets to evaluate the experimental
results of local data outsourcing, filtering and classification
stage, and query result recovery stage. Meanwhile, the com-
putational cost of our scheme is related to the length of time
series in the database, the dimensions of the time series in the
database and the filtering rate. To illustrate the effect of these
parameters on the running time and communication cost, we
use artificial data to evaluate the costs by varying with these
parameters.
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7.2 Data Outsourcing Stage

In our scheme, this stage is mainly data preprocessing by
service provider and users. According to the Section 5.2,
the time and computation complexity of data processing are
negligible. The service provider is primarily responsible for
encrypting and outsourcing its local data to two non-collusion
servers. We evaluate the running times of outsourcing three
datasets to the servers and find that the computational cost
was related to one parameter, i.e., the total number of values
contained in database N = n x [ x d. In this experiment, the
parameters of the three datasets are respectively 19200, 7800,
and 24000 and the corresponding computational time con-
sumption of three datasets are 6066 us, 3482 us, and 9203
us, respectively. We can find that the computational cost of
local data outsourcing increases with the increase of N.

7.3 Filtering and Classification Stages

We test the secure filtering and classification phases by im-
plementing three protocols, e.g., SFP, SDTWpP and SCFP
and running protocols on the three datasets, respectively. Spe-
cially, we evaluate the total computational cost of P and P>
and communication overhead between the two servers. We
also set the filter rate 1 to be 73.3%. The detail performance
is shown in Table 3. It is easy to know that the heaviest
cost in the filtering and classification stages is the SDTWpP.
Therefore, the method we designed to filter out suitable data
sequence by leveraging SFP is very effective.

7.4 Result Recovery Stage

The classification result is sent by two servers in arithmetic
sharing. The user only needs to reconstruct the secret value
(result), into plaintext locally. This operation is extremely
simple and efficient, thus the cost of this stage is negligible.

7.5 The Effect of Different Parameters

Next we evaluate the performance of our scheme under
different parameters.

7.5.1 The Time and Communication Varying With n

Table 3 shows that the computation of SDTWpP is heavier
than other processes. The secure filtering protocol can sig-
nificantly improve the efficiency of the scheme by adjusting
the filtering rate 1. Thus, we next evaluate the time and com-
munication costs of SDTWpP under different values of n (n
from 80% to 0%), as shown in Figure 2 and Figure 3.

From the two figures, we can see that the computational
and communication overheads of SDTWpP increase as n
decreases. The reason is that a larger 1 leads to a smaller
candidate series set, thereby reducing the cost of SDTWpP.
As shown in Fig. 2 and Fig. 3, both the computational and
communication overheads on the ERing dataset increase sub-
stantially as 1 decreases from 80% to 20%, demonstrating
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the effectiveness of the filtering strategy in reducing resource
consumption.

At the same time, to validate the efficiency of our filtration
strategy, we give the computation time and communication
overheads of SDTWpP without the filtration strategy, i.e.,
n = 0. The experimental results show that our filtration
strategy is efficient. For example, when 1 = 80%, the compu-
tational and communication overheads on AtrialFibrillation
are 116.4s and 229.8MB, respectively, while those without
filtration are 584.1s and 1149.1MB, respectively. That is, the
filtration strategy reduces the cost by approximately 80%.
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Figure 2: The communication cost of SDTWpP under differ-
ent n
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7.5.2 The Time and Communication Varying with d and
l

As shown in Subsections 5.2 and 5.3, the dimension d and
length [ of time series sequence have an impact on the com-
putational and communication costs of LB,,, and DTWp
computations in the filtering and classification stage. Thus,
we evaluate how d and [ affect the costs of these two stages.
Specifically, in Figure 4 and Figure 5, we plot the com-
putation time and communication cost of these two stages

Table 3: Performances of our scheme on three data sets

SFP SDTWpP SCFP
AtrialFibrillation  1.4s/4.0IMB  124.6s/306.4MB  0.053s/1.93MB
Ering 0.99s/1.49MB  13.42s/13.05MB  0.12s/4.51MB
BasicMotions 2.31s/6.64MB  19.25s/45.7TMB  0.14s/5.15MB
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varying with d and [, and set d = {1,5,10, 15,20}, n = 100,
= {1007200, 300,400} and 1 =90%.
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Figure 4: The computation cost of the filtering and classifi-
cation stage under different d and /

T T : : ,
b e 1=100 ]
2500 e 1-200 .

A 1=300 ’
9000 4 LY 1=400 , ]
v

o 1500 N |

3

E 1000 v A |

Q

] . .

500 . |
e
e B —n
0 | -

The dimension of time series
Figure 5: The communication cost of the filtering and classi-
fication stage under different d and /

From the two figures, we can see that the computation
time and communication cost of filtering and classification
stage increase with d and /. Moreover, the increasing of d af-
fects the computation overhead to a lower degree than /. For
example, when [/ = 200, the running times of the filtering and
classification stages are 35.36s and 46.81s while d = 5 and
d = 20, respectively. Therefore, the dimension d increases by
4 times, but the overall computation time only increases by
1.32 times. On the other hand, when d = 5, the running times
are 15.85s and 86.86s while [ = 100 and [ = 400, respectively.
The length / increases by 4 times, but the overall computation
time increases by 5.4 times. This is reasonable because the
length of the data directly affects the size of the matrix in the
SDTWpP. For example, when [ = 10, the matrix should com-
pute 100 = 10 x 10 values. When ! = 100, the calculation of
matrix is 10000 = 100 x 100. The amount of the calculated
data grows exponentially according to the length. The dimen-
sion d also affects the calculation of the first matrix in the
DTWp phase. But it does not affect the size of the matrix, and
only affects the number of Euclidean distances which related
to d in a linear manner. For example, if d = 5 and [ = 10,
5 x 10 values should be calculated, and if d = 10 and [ = 10,
10 x 10 values is calculated.
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7.6 Scalability Analysis on a Large-Scale
Healthcare Dataset

To further analyze the scalability of SecMTSC in large-scale
healthcare time-series scenarios, we conduct a scalability
analysis based on the publicly available PhysioNet Challenge
2012 dataset [45]. We select 2,000 records from the training
data with publicly available outcome labels for analysis. Each
record contains 48 time points and 33 physiological variables,
resulting in a dataset size of N=2000, /=48, and d=33.

Since BasicMotions is also a MTSC dataset, we select
it as the reference dataset for complexity estimation. Com-
pared with BasicMotions, the PhysioNet subset increases the
data scale by approximately 132 times in terms of Nld. Based
on the complexity analysis of SecMTSC and the runtime re-
sults on BasicMotions, we further estimate the computational
overhead in the large-scale setting.

In the estimation, we assume the same filtering rate as
the original experiments (=73.3%) and compare SecMTSC
with an unfiltered scheme. The estimated execution times of
SFP, SDTWDP, and SCFP in SecMTSC are approximately
304.9 s, 962.5 s, and 7.0 s, respectively, with a total estimated
computation time of approximately 1274.4 s. In comparison,
the estimated execution times of SDTWDP and SCFP in the
unfiltered scheme are approximately 3605.6 s and 26.2 s, re-
spectively, resulting in a total estimated computation time of
approximately 3631.8 s. These results indicate that the can-
didate filtering mechanism can reduce the subsequent secure
computation overhead in large-scale healthcare time-series
scenarios.

8 Conclusion

This paper proposes SecMTSC, an efficient and privacy-
preserving scheme for outsourcing multivariate time series
classification based on secure two-party computation. Specif-
ically, we present a series of secure protocols to achieve this
goal, such as secure DT W, distance protocol (SDTWpP), se-
cure classification protocol and so on. In order to improve the
efficiency of the scheme, we additionally designs a secure fil-
tering protocol (SFP) to filter the candidate sequences. The
security proofs and the a large number of performance exper-
iments are conducted and the results show that our scheme is
secure and has remarkable efficiency and good performance.
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