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Abstract: To enhance the searchability of encrypted cloud data while preserving user privacy, public-key encryption with
keyword search (PEKS) has been regarded as a promising approach. However, existing schemes still incur substantial com-
putational overhead in resource-constrained IoT environments. Moreover, IoT applications frequently reuse certain keywords
during operations such as data labeling and status reporting, making them more susceptible to frequency-analysis attacks. To ad-
dress this, this paper analyzes the limitations of existing pairing-free public-key authenticated encryption with keyword search
(PAEKS) schemes in resisting frequency analysis and proposes a pairing-free PAEKS construction based on elliptic-curve
scalar multiplication. A probabilistic trapdoor is further introduced to weaken the linkability between keywords and their oc-
currence frequencies. The proposed scheme effectively mitigates frequency-analysis attacks and, by eliminating costly bilinear
pairings, significantly reduces computational burden. Experimental results show that, compared with conventional schemes, the
proposed approach achieves lower runtime in ciphertext and trapdoor generation while providing stronger protection against fre-
quency analysis, thereby attaining a more favorable security–efficiency trade-off suitable for IoT deployments with constrained
computation and bandwidth.
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1 Introduction
With the widespread adoption of the Internet of Things (IoT)
and 5G technologies, the number of edge devices has in-
creased dramatically, leading to exponential growth of edge
data [1]. To efficiently manage and utilize such data, it is com-
monly outsourced to cloud servers. Consequently, the emer-
gence of cloud-assisted IoT (CIoT) has significantly trans-
formed data access and management across various domains,
including industrial automation, smart grids, healthcare, and
vehicular networks. In these applications, data collected pe-
riodically by IoT devices is aggregated at gateways and then
uploaded to the cloud for centralized storage, enabling real-
time monitoring and analysis. Sensor data stored on cloud
platforms can be accessed through user authorization, thereby
supporting decision-making and system optimization. How-
ever, while CIoT enhances data accessibility and processing

efficiency, it also introduces new security and privacy con-
cerns. Although encryption protects sensitive information, it
inevitably increases the complexity of data utilization in cloud
environments, especially in terms of data retrieval.

1.1 Related Work

Searchable Encryption (SE) [2] is a promising cryptographic
technique that enables secure search over encrypted data
without decryption, while preserving the confidentiality of
both search keywords and associated data files. Among exist-
ing SE schemes, Symmetric Searchable Encryption (SSE) [3]
has been widely adopted for processing large-scale datasets
due to its simple structure and high retrieval efficiency. How-
ever, most SSE schemes are designed primarily for general
search applications. Although they provide advantages in
terms of algorithmic simplicity and efficiency, they suffer
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from security limitations in key distribution, making them
unsuitable for dynamic IoT environments or public cloud
storage settings. In particular, static SSE schemes [4] fail
to support data updates, rendering them impractical in sce-
narios where data is continuously generated and frequently
uploaded.

To address these issues, PEKS was introduced [5]. By
leveraging the receiver’s public/private key pair to generate
ciphertexts and trapdoors, PEKS eliminates the challenges of
key sharing and distribution, thereby exhibiting strong po-
tential in cloud storage environments [6, 7]. However, PEKS
remains vulnerable to Keyword Guessing Attacks (KGA) [8],
since in practice the keyword space is often small and the
entropy of search keywords is relatively low, enabling adver-
saries to infer keyword information from trapdoors. KGA can
be classified into external KGA, launched by outside attack-
ers, and internal KGA, typically initiated by the server. To
defend against KGA, Hu et al.[9] proposed a secure PEKS
scheme against external attacks under a designated-server
model. Subsequently, PAEKS [10, 11] was introduced, which
applies signature encryption to keywords, combining encryp-
tion with digital signatures to provide effective protection
against KGA. Later, PAEKS was extended into certificateless
cryptographic settings, where researchers proposed various
certificateless PAEKS schemes [12, 13], further enhancing
both security and flexibility [14].

Nevertheless, deploying PAEKS schemes in CIoT envi-
ronments still encounters two major challenges: security and
computational overhead. On the one hand, PAEKS is vul-
nerable to frequency analysis attacks [15]. Although several
countermeasures have been proposed to mitigate KGA [16,
17], adversaries can still compromise data privacy through
frequency analysis attacks. In CIoT applications, specific key-
words are frequently used in operations such as data tagging
and status reporting, while differences in device types and
industrial processes lead to uneven keyword distributions.
By leveraging publicly available technical documents, indus-
try reports, and historical datasets, adversaries can estimate
keyword frequency distributions. Through frequency compar-
ison of ciphertexts or trapdoors, attackers can infer plaintext
keywords; even coarse-grained frequency knowledge signifi-
cantly improves the success rate of frequency analysis attacks
[18], thereby posing a severe threat to data privacy in CIoT
scenarios. On the other hand, IoT devices in CIoT are typi-
cally resource-constrained, making lightweight cryptographic
schemes essential for practical deployment [19]. However,
existing PAEKS schemes heavily rely on bilinear pairings
[20, 21], which are computationally intensive and costly.
Compared to other common cryptographic operations, such
as elliptic curve scalar multiplication, bilinear pairings require
substantially more computation time, resulting in significant
overhead. Since bilinear pairings fail to meet the lightweight
and efficiency requirements of CIoT environments, they are
unsuitable for deployment on resource-limited IoT devices.

1.2 Our Contributions

To address the dual challenges of security and computa-
tional overhead in applying PAEKS to CIoT environments,

we propose a pairing-free PAEKS scheme based on el-
liptic curve scalar multiplication. The proposed scheme
not only effectively resists frequency analysis attacks but
also achieves a balance between security and efficiency in
resource-constrained scenarios, thereby meeting the two crit-
ical requirements of PAEKS in CIoT. The main contributions
of this paper are summarized as follows:

• We conduct an in-depth cryptanalysis of existing
lightweight searchable encryption schemes, demonstrat-
ing how frequency analysis attacks can extract target
keyword information embedded in trapdoors, thereby
exposing the potential security risks of employing these
lightweight schemes in CIoT environments.

• To simultaneously ensure lightweight design and strong
security, we adopt a probabilistic trapdoor generation al-
gorithm to construct a concrete PAEKS scheme. This
approach mitigates the vulnerability of probabilistic and
deterministic trapdoor generation methods to frequency
analysis attacks in most existing schemes. Furthermore,
the proposed scheme eliminates the need for computa-
tionally expensive bilinear pairings, thereby improving
efficiency and practicality and achieving a lightweight
yet effective solution.

• We perform a performance comparison with various
state-of-the-art PAEKS constructions. The evaluation re-
sults show that our scheme maintains a high level of
security while delivering superior performance.

1.3 Outline

The remainder of this paper is organized as follows: Section
2 provides an overview of the system and security mod-
els for our attack scenario. Section 3 details our proposed
PAEKS scheme. Section 4 presents a security analysis of the
scheme. Section 5 conducts comparative experiments, and
finally, Section 6 concludes the paper.

2 Problem Formulation
This section first presents the system model of PAEKS and its
corresponding security model. Then, a cryptanalysis is con-
ducted to examine the security concerns of applying existing
pairing-free schemes in CIoT environments.

2.1 System Model

The proposed PAEKS system model consists of three distinct
entities, as illustrated in Figure 1: the cloud server (CS), the
data owner (DO), and the data receiver (DR). It operates in
six steps: keyword extraction, keyword encryption, ciphertext
transmission, trapdoor generation, trapdoor transmission, and
result retrieval.

1) Data Owner: The data owner first extracts keywords
from the data files and encrypts them using the receiver’s
public key to generate keyword ciphertexts. The keyword ci-
phertexts are then uploaded to the cloud server together with
the encrypted data files.

2) Data Receiver: The data receiver generates trapdoors
for the target keywords and submits them to the cloud server
as search queries. Finally, the receiver decrypts the encrypted
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Figure 1: The PAEKS framework.

data files returned by the cloud server to obtain the desired
information.

3) Cloud Server: The cloud server stores the encrypted
data files and keyword ciphertexts uploaded by the data
owner. Upon receiving a search request, it matches the key-
word ciphertexts against the submitted trapdoors and returns
the corresponding results.

Definition 1. A PAEKS scheme with a cloud server consists
of five polynomial-time algorithms.
Setup(λ )→ params: Given a security parameter, output

the system public parameters λ .
KeyGen(params)→ (PKU,SKU): Given a public param-

eter params as input, generate a pair of user keys
(PKIDU ,SKIDU).

PAEKS(w,SKO,PKR,PKO,PKS)→Cw: Input the pub-
lic parameter params, a keyword w, the data owner’s
private key SKO, the data recipient’s public key PKR,
and the cloud server’s public key PKS. Return an
encrypted keyword Cw.

Trapdoor(w,SKR,PKO,PKR,PKS) → Tw: Input the
public parameter params, a keyword w, the data re-
ceiver’s private key SKR, the data owner’s public key
PKO, and the cloud server’s public key PKS. Return a
keyword trapdoor Tw.

Test(Cw,Tw)→ result: Given ciphertext keyword Cw and
trapdoor Tw as input. If Cw and Tw share the same key-
word, return the ciphertext of the data file; otherwise,
return 0.

2.2 Security Model

In this section, we address Multi-Ciphertext Indistinguisha-
bility (MCI) and Multi-Trapdoor Indistinguishability (MTI).
The security model for this scheme is defined through the fol-
lowing secure game between two challengers and adversary
A .

Game 1: Indistinguishability under multiple ciphertexts
Setup. Given a security parameter λ , challenger C

executes the Setup algorithm and KeyGen algo-
rithm, then returns the parameters and public key
(params,PKO,PKR,PKS) to adversary A .

Phase 1. At this stage, adversary A permits multiple
adaptive queries to challenger C using the ciphertext
oracle and trapdoor oracle.

1) Ciphertext Query. Adversary A randomly se-
lects a keyword w and a recipient’s public key PK
to send to the challenger. In response, C executes
Cw← PAEKS(w,SKO,PK′R,PKO,PKS) and returns it
to adversary A .

2) Trapdoor query. A randomly selects a keyword
w′ and a data owner’s public key PK′O to send
to the challenger. In response, C executes Tw′ ←
Trapdoor(w,SKR,PK′O,PKR,PKS) and returns the re-
sult to adversary A .

Challenge: Adversary A selects two keyword pairs w0 =
(w∗0,i)i∈[1,n] and w1 = (w∗1,i)i∈[1,n], where keywords
such as (PKO,w∗0,i) and (PKO,w∗1,i) have not been
queried for ciphertext. Challenger C randomly selects
δ ∈ {0,1} to generate challenge ciphertext Cw∗

δ ,i
and

returns it to adversary A .
Phase 2. Similar to Phase 1, Adversary A may continue

to perform polynomial-time adaptive queries. How-
ever, the restriction is that Adversary A may not query
any challenge keywords from the challenge phase.

Guess. Adversary A outputs his prediction δ ′ ∈ {0,1}.
The advantage for adversary A to win this game is
defined as

AdvMCI
A (λ ) = |Pr[δ = δ

′]− 1
2
| (1)

Game 2: Indistinguishability under multiple trapdoors
Setup. This stage corresponds to the initialization phase

of the aforementioned security game with indistin-
guishability among multiple ciphers.

Phase 1. At this stage, adversary A permits multiple
adaptive queries to challenger C using the ciphertext
oracle and trapdoor oracle.

1) Ciphertext Query. A randomly selects a key-
word w and a recipient’s public key PK′R, sending
them to challenger C . In response, C executes Cw ←
PAEKS(w,SKO,PK′R,PKO,PKS) and returns the re-
sult to adversary A .

2) Trapdoor query. A randomly selects a keyword
w′ and a data owner’s public key PK′O to send
to the challenger. In response, C executes Tw′ ←
Trapdoor(w,SKR,PK′O,PKR,PKS) and returns the re-
sult to adversary A .

Challenge: Adversary A selects two keyword pairs w0 =
(w∗0,i)i∈[1,n] and w1 = (w∗1,i)i∈[1,n], where keywords
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such as (PKR,w∗0,i) and (PKR,w∗1,i) have not been
queried in trapdoor queries. Challenger C randomly
selects δ ∈ {0,1} to generate challenge trapdoor Tw∗

δ ,i

and returns it to adversary A .
Phase 2. Similar to Phase 1, Adversary A may continue

to perform polynomial-time adaptive queries. How-
ever, the restriction is that Adversary A may not query
any challenge keywords from the challenge phase.

Guess. Adversary A outputs his prediction δ ′ ∈ {0,1}.
The advantage for adversary A to win this game is
defined as

AdvMTI
A (λ ) = |Pr[δ = δ

′]− 1
2
| (2)

2.3 Cryptanalysis of Existing Unpaired
Schemes

In this section, we present a specific method to examine
whether any two trapdoors embed the same key. Subse-
quently, attackers can perform frequency analysis on trap-
doors classifications.
2.3.1 Cryptanalysis of the Lu–Li Scheme

In this subsection, we analyze the scheme proposed by Lu and
Li [16]. f1, f2 are hash functions. The data owner and data re-
cipient possess public keys (PKA1,PKA2) and (PKB1,PKB2),
respectively, while the data recipient holds the private key
(SKB1,SKB2). Therefore, the STW keyword trapdoor can be
calculated as:

STw = f2(w,λ1,λ2)SKB1 (3)

Among these, λ1 and λ2 are two secret values shared ex-
clusively between the data owner and the recipient to enhance
binding and resistance to attacks. They can be calculated
using the following formula:

λ1 = f1(PKA1,PKB2,SKB1PKB1)
λ2 = f2(PKA2,PKB2,SKB2PKB2)

(4)

Clearly, since the trapdoor generation algorithm in this
scheme is deterministic, identical keywords will produce
identical trapdoors. Consequently, this scheme is highly sus-
ceptible to frequency analysis.
2.3.2 Cryptanalysis of the Liu–Sun–Dong Scheme for

IoMT

We next analyze the scheme proposed by Liu, Sun, and Dong
for IoMT [14]. H1, H2, H3 are hash functions. The system’s
master public key and private key are Ppub = sP and s, re-
spectively. The identity identifiers for the data owner and
data recipient are ID and IDo, with corresponding public
keys (YIDO ,QIDO) and (YIDR ,QIDR). The data recipient’s pri-
vate key is (xIDR ,dIDR), where uIDx = H1(IDx,QIDx) denotes
the binding coefficient between these two identities. Let the
trapsets for keywords w1 and w2 be T1,2,T1,3) and Tw2 =
(T2,1, respectively. Select one-time random numbers r,r′ ∈Z∗q.

Therefore, the aforementioned vector can be computed as:

T1,1 = rP
T1,2 = (r+βIDR H2(w1))(xIDR +dIDR)

−1 +βIDR

T1,3 = βIDR(YIDO +QIDO +uIDOPpub)
T2,1 = r′P
T2,2 = (r′+βIDRH2(w2))(xIDR +dIDR)

−1 +βIDR

T2,3 = βIDR(YIDO +QIDO +uIDOPpub)

(5)

Here, βIDR represents the binding factor that associates the
sender/receiver identity with both parties’ public and private
keys, denoted as

βIDR = H3(IDO, IDR,xIDR ,YIDO) ∈ Z∗q (6)

We can then derive:

(T2,2−T1,2)(YIDR +QIDR +uIDRPpub)
= (r+βIDRH2(w1)− (r′+βIDRH2(w2)))P

(7)

Therefore, an attacker need only determine (T2,2 −
T1,2)(YIDR + QIDR + uIDRPpub) = (T2,1 − T1,1) to verify
whether w1 = w2 holds true.
2.3.3 Cryptanalysis of the Liu–Dong–Kumari–Kar

Scheme for IIoT

Finally, we analyze the scheme proposed by Liu, Dong,
Kumari, and Kar for IIoT [17]. H1, H2, H3 are hash func-
tions, with the system’s master public key and private key
being Ppub = sP and s respectively. The identity identi-
fiers for the data owner and data recipient are IDO and
IDO, with public keys (YIDO ,QIDO) and (YIDR ,QIDR) respec-
tively, and the data recipient’s private key being (xIDR ,dIDR).
uIDx = H1(IDx,QIDx) denotes the binding coefficient be-
tween these two identities. Select a one-time random num-
ber r,r′ ∈ Z∗q. Let the trapsets for keywords w1 and w2 be
Tw1 = (t1,1, t1,2, t1,3) and Tw2 = (t2,1, t2,2, t2,3), respectively.
Therefore, the above vector can be computed as:

t1,1 = r ∈ Z∗q
t1,2 = βRo(YIDO +QIDO +uIDOPpub)
2t1,3 = (1+βRo(xIDR +dIDR))

−1(H2(w1)− t1,1(xIDR +dIDR)
t2,1 = r′ ∈ Z∗q
t2,2 = βRo(YIDO +QIDO +uIDOPpub)
2t2,3 = (1+βRo(xIDR +dIDR))

−1(H2(w2)− t2,1(xIDR +dIDR))

(8)

In this context, βRO is a binding coefficient derived from
a hash function that strongly binds the identities and key
materials of the data owner DO and the data receiver DR.

For Tw1 and Tw2 , we can obtain

(2t1,3)(P+YIDR +QIDR +uIDR Ppub)+ t1,1(YIDR

+QIDR +uIDR Ppub)
= H2(w1)P
(2t2,3)(P+YIDR +QIDR +uIDR Ppub)+ t2,1(YIDR

+QIDR +uIDR Ppub)
= H2(w2)P

(9)
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Therefore, the adversary only needs to determine whether
H2(w1)P = H2(w2)P holds true to verify w1 = w2.

3 The Proposed Paeks Scheme
In this section, we present a secure PAEKS scheme resistant
to frequency analysis attacks. The specific construction of the
scheme is described as follows.

3.1 Construction
• Setup(λ ). Given a security parameter λ as input, this al-

gorithm generates an elliptic curve group G of order q
based on the security parameter, where P is a generator
of group G. Then, a hash function H : G×G×{0,1}∗×
G→ Z∗q is selected. Subsequently, the system parameter
params = (λ ,G,q,P,H) is made public.

• KeyGen(params). For the data owner, given params as
input, the data owner selects a random number x ∈ Z∗q,
calculates PKO = xP, and sets SKO = x.

For the data recipient, given params as input, the data
recipient selects a random number y ∈ Z∗q , calculates
PKR = yP, and sets SKR = y.

For the cloud server, given params as input, the cloud
server selects a random number s∈ Z∗q , calculates PKS =
sP, and sets SKS = s.

• PAEKS(w,SKO,PKR,PKO,PKS). First, the data owner
extracts keywords from the data file to obtain the key-
word set W = {w1, · · · ,wn} of the encrypted data file.

Given params, the data recipient’s public key PKR, the
cloud server’s public key PKS, and the data owner’s pri-
vate key SKO as input. Then, the data owner randomly
selects two random numbers r1,r2 ∈ Z∗q. For each key-
word wi ∈W , the following computation is performed to
generate the ciphertext Cw = (C1,C2,C3):

K = xPKR
C1 = r1P
= H2(w1)P
C2 = r2H(PKR,PKO,wi,K)x−1

C3 = r2PKR + r1PKS

(10)

Finally, the data owner uploads the encrypted data file
along with the Cw = (C1,C2,C3) to the cloud server.

• Trapdoor(w,SKR,PKO,PKR,PKS). Given params, the
data owner’s public key PKO, the cloud server’s public
key PKS, and the data owner’s private key SKR as input.
The data recipient then randomly selects two random
numbers t1, t2 ∈ Z∗q . For keyword w′ ∈W , perform the
following calculation to generate the keyword trapdoor
Tw′ = (T1,T2,T3).

K′ = yPKO
T1 = t1P
T2 = t2H(PKIDR ,PKIDO ,w

′,K′)y−1

T3 = t2PKO + t1PKS

(11)

Finally, the data recipient submits the keyword trap-
door Tw′ = (T1,T2,T3) to the cloud server.

• Test(Cw,Tw). When the cloud server receives the key-
word trapdoor Tw′ sent by the retrieving user, it performs
a matching test against the encrypted keyword stored

on the server. First, the cloud server uses the private
key SKS to compute and verify whether T2C3− sT2C1 =
C2T3− sC2T1 holds true. If it does, this indicates that the
keyword trapdoor matches the encrypted keyword. The
cloud server then returns the encrypted data file to the
data recipient. Otherwise, it returns 0.

3.2 Correctness

We will validate the correctness of the proposed scheme.
First, there is

C2T3− sC2T1 =C2(T3− sT1)
=C2(t2PKO + t1PKS− st1P)
=C2t2PKO
= r2H(PKR,PKO,wi,K)x−1t2PKO
= r2t2H1(PKR,PKO,wi,K)P

(12)

At the same time, it can be calculated

T2C3− sT2C1 = T2(C3− sC1)
= T2(r2PKR + r1PKS− sr1P)
= T2r2PKR
= t2H1(PKR,PKO,w′,K′)y−1r2PKR
= t2r2H(PKR,PK0,w′,K′)P

(13)

Second
K = xPKR = xyP = yPKO = K′ (14)

if wi = w′ then

H(PKR,PKO,wi,K) = H(PKR,PKO,w′,K′) (15)

That is, if T2C3− sT2C1 = C2T3− sC2T1 holds, then the
construction of the proposed PAEKS scheme is correct.

4 Security Analysis
In this section, this paper will prove the security of the
proposed scheme based on the security model defined earlier.
Theorem 1. The proposed scheme satisfies MCI security un-

der the random oracle model if the CDH problem is
hard.

Proof Suppose an adversary A can completely undermine MCI se-
curity with a non-negligible advantage in polynomial time. Then an
algorithm B can be constructed to break the CDH security assump-
tion. Given a CDH tuple (P,aP,bP), where a,b ∈ Z∗q is unknown, B
achieves this by engaging in the following game with adversary A .

Setup. B runs the Setup algorithm and KeyGen algorithm to gen-
erate the system parameter params = (λ ,G,q,P,H). Then B
returns (params,PKO,PKR,PKS) to adversary A .

Phase 1. For adversary A , the following multiple polynomial
adaptive queries can be executed.

1) Hash lookup. B maintains an empty list LH containing a
tuple (PK′R,PK′O,wi,ki,hi). If adversary A provides a tuple
(PK′R,PK′O,wi,ki) already stored in LH , B retrieves hi from LH
and returns it to adversary A . Otherwise, B randomly selects
hi ∈ Z∗q , sets (PK′R,PK′O,wi,ki) = hi to join LH , and returns hi
to adversary A .

2) Ciphertext Query. When adversary A queries the cipher-
text for (PK′R,wi), B retrieves (PK′R,PKO,wi,ki,hi) from LH .
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Then, B randomly selects r1i,r2i ∈ Z∗q and computes

C1i = r1iP
C2i = r2ihiSKO

−1

C3i = r2iPK′R + r1iPKS

(16)

3) Trapdoor Query. When adversary A queries the ciphertext
for (PK′O,wi), B retrieves (PKR,PK′O,wi,ki,hi) from LH . Then,
B randomly selects t1i, t2i ∈ Z∗q and computes

T1i = t1iP
T2i = t2ihiSKR

−1

T3i = t2iPKO + t1iPKS

(17)

Challenge: Adversary A selects two keyword pairs w0 =
(w∗0,i)i∈[1,n] and w1 = (w∗1,i)i∈[1,n], where keywords such as
(PKO,w∗0,i) and (PKO,w∗1,i) have not been queried for cipher-
text. B randomly selects δ ∈ {0,1}; for each i ∈ [1,n], B chooses
r∗

1i
,r∗

2i
∈ Z∗q , selects h∗i ∈ Zq, and computes Cw∗

δ ,i
, where

C∗
1i
= r∗

1i
P

C∗
2i
= r∗

2i
h∗

i
SKO

−1

C∗
3i
= r∗

2i
PKR + r∗

1i
PKS

(18)

Finally, B outputs the challenge ciphertext {Cw∗
δ ,i
}i∈[1,n] to ad-

versary A .

Phase 2. Similar to Phase 1, Adversary A may continue to per-
form polynomial-time adaptive queries. However, the restriction
is that Adversary A may not query any challenge keywords from
the challenge phase.

Guess. Adversary A outputs his guess δ ′ ∈ {0,1}. If δ ′ = δ , then
B sets C∗

1i
, PKS = bP. Then C∗

3i
− (h∗i )

−1SKOC∗
2i

PKR = abP can
be computed, meaning B can solve the CDH problem.

MCI ensures that even if an attacker is able to choose multiple
plaintexts and observe the corresponding ciphertexts or indexes, the
ciphertexts and indexes remain indistinguishable. Therefore, the at-
tacker cannot infer the plaintext content by analyzing the frequency
or statistical patterns of the ciphertext, effectively mitigating the risk
of frequency analysis attacks. □

Theorem 2. The proposed scheme satisfies MTI security un-
der the random oracle model if the CDH problem is
hard.

Proof Suppose an adversary A can completely undermine MTI se-
curity with a non-negligible advantage in polynomial time. Then an
algorithm B can be constructed to break the CDH security assump-
tion. Given a CDH tuple (P,aP,bP), where a,b ∈ Z∗q is unknown, B
achieves this by engaging in the following game with adversary A .

Setup. B runs the Setup algorithm and KeyGen algorithm to gen-
erate the system parameter params = (λ ,G,q,P,H). Then B
returns (params,PKO,PKR,PKS) to adversary A .

Phase 1. For adversary A , the following multiple polynomial
adaptive queries can be executed.

1) Hash lookup. B maintains an empty list LH containing a
tuple (PK′R,PK′O,wi,ki,hi). If adversary A provides a tuple
(PK′R,PK′O,wi,ki) already stored in LH , B retrieves hi from LH
and returns it to adversary A . Otherwise, B randomly selects
hi ∈ Z∗q , sets (PK′R,PK′O,wi,ki) = hi to join LH , and returns hi
to adversary A .

2) Ciphertext Query. When adversary A queries the cipher-
text for (PK′R,wi), B retrieves (PK′R,PKO,wi,ki,hi) from LH .

Then, B randomly selects r1i,r2i ∈ Z∗q and computes

C1i = r1iP
C2i = r2ihiSKO

−1

C3i = r2iPK′R + r1iPKS

(19)

3) Trapdoor Query. When adversary A queries the ciphertext
for (PK′O,wi), B retrieves (PKR,PK′O,wi,ki,hi) from LH . Then,
B randomly selects t1i, t2i ∈ Z∗q and computes

T1i = t1iP
T2i = t2ihiSKR

−1

T3i = t2iPKO + t1iPKS

(20)

Challenge: Adversary A selects two keyword pairs w0 =
(w∗0,i)i∈[1,n] and w1 = (w∗1,i)i∈[1,n], where keywords such as
(PKO,w∗0,i) and (PKO,w∗1,i) have not been queried for cipher-
text. B randomly selects δ ∈ {0,1}; for each i ∈ [1,n], B chooses
t∗

1i
, t∗

2i
∈ Z∗q , selects h∗i ∈ Zq, and computes Tw∗

δ ,i
, where

T ∗1i = t∗1iP
T ∗2i = t∗2ih

∗
i SKR

−1

T ∗3i = t∗2iPKO + t∗1iPKS

(21)

Finally, B outputs the challenge ciphertext {Tw∗
δ ,i
}i∈[1,n] to

adversary A .

Phase 2. Similar to Phase 1, Adversary A may continue to per-
form polynomial-time adaptive queries. However, the restriction
is that Adversary A may not query any challenge keywords from
the challenge phase.

Guess. Adversary A outputs his guess δ ′ ∈ {0,1}. If δ ′ = δ , then
B sets C∗

1i
, PKS = bP. Then T ∗

3i
− (h∗i )

−1SKRT ∗
2i

PKO = abP can
be computed, meaning B can solve the CDH problem.

MTI ensures that even if an attacker can choose multiple ci-
phertexts and observe the corresponding trapdoors, these trapdoors
remain indistinguishable. Therefore, the attacker cannot obtain any
information about the plaintext or the encryption process from the
trapdoors, nor can they infer the plaintext content by analyzing the
frequency or statistical characteristics of the trapdoors, effectively
mitigating the risk of frequency analysis attacks. □

5 Performance Analysis
In this section, we analyze the performance of six comparable
schemes. Among them, [10, 19–21] are pairing-based search-
able encryption schemes, while [13] and [16] are pairing-free
searchable encryption schemes.The experiments were con-
ducted on a Raspberry Pi 3 Model B equipped with a quad-
core ARM Cortex-A72 processor and 1 GB of memory, and
the implementation was based on the Charm-Crypto 0.50 lib-

Table 1: Running time of basic operations

Symbol Description Time(ms)
TG Running time of map to point G 0.771
Tpm Running time of point scalar multiplication 7.254
Tbp Running time of bilinear pairing 14.875
TexpG1

Running time of exponentiation operation in G1 10.039

TexpG2
Running time of exponentiation operation in G2 10.043

TexpGT
Running time of exponentiation operation in GT 1.825

TG1 Running time of map to point G1 23.305
Th Running time of general hash function 0.011
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-rary. Two representative schemes were considered: a pairing-
free searchable encryption scheme instantiated on the
secp160r2 elliptic curve, where group elements are 320 bits
in size and the scalar field Zq has a bit length of 160; and
a pairing-based scheme built on the SS512 curve, where the
source group G1 and the target group G2 have element sizes
of 512 bits and 1024 bits, respectively. The SS512 curve is a
supersingular elliptic curve over a prime field Fp defined by
y2 = x3+x with an embedding degree of k = 2. In addition, all
general-purpose cryptographic functions are implemented us-
ing SHA-256. Table 1 summarizes the notations and average
execution times of the core operations, including scalar mul-
tiplication, bilinear pairing, exponentiation in various groups,
map-to-point operations, and the general hash function.

5.1 Computation Cost

According to the data in Table 2 and Figure 2, our scheme
significantly outperforms pairing-based schemes in compu-
tational overhead. Specifically, in the ciphertext generation
and trapdoor generation phases, our scheme consumes 29.027
ms, which is 20%, 45.8%, and 65.3% lower than the 36.314
ms, 53.422 ms, and 83.55 ms of [16, 19, 21], respectively.
In the testing algorithm, our scheme consumes 29.016 ms,
slightly higher than some pairing-free schemes (7.254 ms in
[13] and 14.886 ms in [20]), but still significantly lower than
the pairing-based schemes (59.5 ms in [21] and 29.75 ms in
[10]), reducing the time by 51.2% and 2.5%, respectively.
In terms of total time, our scheme takes 87.07 ms, which
is only higher than the 50.833 ms of [13]. However, despite
having the lowest overhead, scheme [13] uses a deterministic
trapdoor generation algorithm, which makes it vulnerable to
frequency analysis attacks. In contrast, our scheme provides
stronger frequency analysis protection, preventing attackers
from inferring keywords from the ciphertext, which is crucial
in CIoT environments.

E n c r y p t i o n T r a p d o o r T e s t0
1 0
2 0
3 0
4 0
5 0
6 0
7 0
8 0
9 0  H u a n g  e t  a l . [ 1 0 ]

 S h i r a l y  e t  a l . [ 1 3 ]
 L u  e t  a l . [ 1 6 ]
 H u a n g  e t  a l . [ 1 9 ]
 Q i n  e t  a l . [ 2 0 ]
 C h e n g  e t  a l . [ 2 1 ]
 O u r s

Tim
e(m

s)

Figure 2: Comparison of computational complexity among
different algorithms in the solution.

While pairing-free schemes like [13] and [20] offer cer-
tain computational efficiency advantages, they are vulnerable
to frequency analysis attacks. Our scheme, however, ensures
high security while maintaining superior computational effi-
ciency, achieving a balance between data privacy protection
and computational efficiency in CIoT environments.

5.2 Communication Cost

This paper compares the communication overhead of our pro-
posed scheme with six other schemes, analyzing it across
three stages: public key generation, ciphertext generation, and
trapdoor generation. As shown in Table 3 and Figure 3, dur-
ing the public key generation stage, pairing-based schemes
(involving G1 group elements) generally incur higher com-
munication overhead. For example, schemes [16, 19] generate
public keys of 640 bits and 512 bits, respectively, while more
complex schemes, such as [10, 21], generate larger public
keys and ciphertexts. In particular, scheme [21] has a cipher-
text size of 2048 bits, making it the highest in communication
overhead among all the schemes.

In contrast, the non-pairing scheme proposed in this paper
significantly reduces communication overhead. Our scheme
does not rely on G1 group elements, with the public key
size being 320 bits and both the ciphertext and trapdoor
sizes being 800 bits, providing a clear advantage in com-
munication overhead compared to pairing-based schemes.
Particularly during ciphertext generation, the communication
cost of our proposed scheme is significantly lower than that
of pairing-based schemes. For instance, scheme [20] gen-
erates a ciphertext of 1024 bits, whereas our scheme only
requires 800 bits.In the trapdoor generation stage, pairing-
based schemes typically produce larger trapdoor sizes. For
example, schemes [10, 19] have trapdoor sizes of 1024 bits
and 2048 bits, respectively, while the trapdoor size of our pro-
posed non-pairing scheme is 800 bits, further demonstrating
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Figure 3: Communication cost of each scheme.

Table 2: Comparison of different PAEKS schemes

Schemes Encryption Trapdoor Test Frequency analysis resistance

Huang et al.[10] TG +3TexpG TG +TexpG +Tbp 2Tb ×

Shirali et al.[13] 4Tpm +3Th 2Tpm +2Th Tpm ×

Lu et al.[16] 5Tpm +4Th 2Tpm +3Th 2Tpm +Th ×

Huang et al.[19] TG +3TexpG TG +3TexpG 2TG +TexpG ×

Qin et al.[20] TG +Th +3TexpG +Tbp TG +Th +2TexpG Tbp +Th ×

Cheng et al.[21] TG +Th +6TexpG TG +Th +6TexpG 4Tb ✓

Ours 4Tpm +Th 4Tpm +Th 4Tpm ✓
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the advantage in communication overhead. Although the
overhead of our proposed scheme is slightly higher than some
lightweight non-pairing schemes, this is due to the introduc-
tion of additional group elements and scalars to enhance secu-
rity and resist frequency analysis attacks.Therefore, the non-
pairing scheme proposed in this paper significantly reduces
communication overhead while ensuring strong security,
making it highly suitable for resource- and communication-
constrained CIoT environments.

Table 3: Communication overhead comparison

Schemes Size of PK(bits) Size of CT(bits) Size of TR(bits)

Huang et al.[10] |G1|= 512 2|G1|= 1024 |GT |= 1024

Shiraly et al.[13] |G|= 320 2|G|= 640 |Z∗q |= 160

Lu et al.[16] 2|G|= 640 |G|+h = 480 h = 160

Huang et al.[19] |GT |= 512 2|G1|= 1024 2|G1|= 1024

Qin et al.[20] |G1|= 512 2|G1|= 1024 |G1|= 512

Cheng et al.[21] |G1|= 512 4|G1|= 2048 4|G1|= 2048

Ours |G|= 320 |G|+ |Z∗q |= 800 2|G|+ |Z∗q |= 800

6 Conclusion
The rapid development of cloud-assisted IoT has signifi-
cantly transformed data management and access in indus-
trial automation, healthcare, and smart grids, while posing
challenges for secure and efficient search over encrypted
data. Although numerous PEKS/PAEKS variants had been
proposed, these methods in resource-constrained CIoT envi-
ronments still suffered from the high computational cost of
bilinear pairings and security risks from frequency-analysis
attacks. To address these pain points, this paper proposed
a pairing-free PAEKS scheme based on elliptic-curve scalar
multiplication. By eliminating bilinear pairings and adopting
a probabilistic trapdoor design, the scheme strengthened re-
sistance to frequency-analysis attacks and achieved a more
favorable balance between security and efficiency. Evalua-
tion results showed that, under comparable security levels,
the proposed scheme effectively reduced computational and
communication overhead, demonstrating strong feasibility
for cloud-assisted IoT deployment and promising application
prospects.
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