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Abstract: The rapid growth of the Internet of Things (IoT) and edge devices has accelerated the adoption of edge computing,
which processes data at the edge to reduce latency and enhance privacy. In this context, federated learning (FL) has emerged
as a promising framework for distributed model training without sharing raw data. However, traditional FL methods are of-
ten impractical in edge scenarios due to their reliance on extensive, resource-intensive communication rounds. To tackle this
issue, one-shot federated learning (OSFL) has been proposed, enabling model aggregation in a single communication round.
Meanwhile, diffusion models have gained significant attention for their powerful generative capabilities, especially in image
synthesis and data augmentation. Recently, researchers have begun exploring the implementation of OSFL with diffusion mod-
els. By leveraging diffusion-based data generation, these approaches efficiently combine knowledge from distributed sources.
This synergy not only improves model performance under non-IID data but also addresses the challenges related to data scarcity
and privacy in edge environments. In this review, we systematically analyze the intersection of these two advanced paradigms,
highlighting their complementarity and discussing key design considerations. Furthermore, we outline the contributions of this
work: (1) providing a comprehensive taxonomy of existing approaches that combine OSFL with diffusion models; (2) identify-
ing open challenges and future research directions; and (3) offering practical insights for deploying such integrated systems in
real-world edge computing applications.
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1 Introduction
The rapid growth of the Internet of Things (IoT) devices and
mobile applications has made edge computing a crucial ap-
proach for processing data directly on resource-constrained
devices [1, 2]. This method helps to reduce latency [3, 4] and
preserve bandwidth [5]. However, training machine learning
models using decentralized edge data raises significant pri-
vacy concerns and communication overheads. This has led
to the emergence of federated learning (FL) [6], which al-
lows for collaborative model training without sharing raw
data. Despite its advantages, traditional FL requires multi-
ple communication rounds, incurring high costs in unstable

or bandwidth-limited edge environments [7, 8]. However, the
increasing scale and mobility of edge devices further am-
plify these communication and reliability constraints, making
multi-round coordination increasingly impractical in real de-
ployments. To address this issue, one-shot federated learning
(OSFL) [9] has been introduced. OSFL enables effective
global model aggregation within a single communication
round by exchanging either compact model updates [10] or
synthetic data representations [11]. Nevertheless, achieving
efficient OSFL faces numerous challenges. These include se-
vere resource constraints on edge devices, a significant perfor-
mance drop under non-IID data distributions, and increased
privacy risks arising from the exchange of compact model
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Table 1: A comparison on the existing surveys of FL and OSFL, highlighting their scope, limitations, and the unique perspec-
tive of this survey.

Survey Summary Tax.1 App.2 OSFL for
DMs

DMs for
OSFL Limitation

Liu et al. [12]

Comprehensive taxonomy of OSFL,
addressing data/model heterogeneity
and practical deployment challenges

in resource-constrained settings.

✓ ✓ ✗ ✓
Lacks discussion on
generative diffusion

architectures for OSFL.

Amato et al. [13]

Systematic review of OSFL evolution,
including communication-efficient
aggregation and non-IID mitigation

in real-world edge applications.

✓ ✓ ✗ ✗
Reviews OSFL evolution

but lacks discussion
of generative paradigms.

Ayeelyan et al. [14]
Broad overview of FL aggregation

models, including early OSFL variants
like one-round knowledge sharing.

✓ ✓ ✗ ✗
Neglects the bidirectional
integration between OSFL

and diffusion models.

Gargary et al. [15]

In-depth analysis of federated GANs,
VAEs, and DMs for privacy-preserving
generation; covers DM-OSFL hybrids

but focuses on multi-round FL

✓ ✗ ✓ ✗
Confined to multi-round

FL; does not address
OSFL scenarios.

Our paper

We provide a comprehensive survey
of OSFL and develop a novel direction

for it, namely OSFL for DMs and
DMs for OSFL.

✓ ✓ ✓ ✓

The first systematic
survey of the bidirectional
integration between OSFL

and diffusion models.
1Taxonomy. 2Application.

updates or synthetic proxies within a single communication
round.

Diffusion models (DMs) [16] offer a promising solu-
tion by enabling high-fidelity data synthesis through iterative
denoising in latent space. This enables clients to transmit
only lightweight embeddings, such as noisy latents [16]
and conditioning prompts [17], while the server recon-
structs diverse, distribution-aligned samples. In edge com-
puting, edge-adapted diffusion models leverage techniques
like LoRA-based parameter-efficient fine-tuning(PEFT), la-
tent diffusion architectures [17], and classifier-free guidance.
These approaches facilitate lightweight client-side person-
alization [18] and efficient server-side generation [19, 20],
significantly enhancing OSFL’s robustness, privacy, and scal-
ability in heterogeneous, communication-constrained envi-
ronments. Therefore, DMs represent a promising candidate as
a key vehicle for enabling efficient OSFL in the future.

The convergence of OSFL and DMs represents a trans-
formative synergy in privacy-preserving generative learning.
OSFL empowers DMs by enabling federated training of
high-capacity generative models in a single communication
round [21]. Clients upload only compact latent represen-
tations or conditional embeddings, allowing the server to
aggregate a global denoising process without exchanging raw
data or making iterative updates. Conversely, DMs super-
charge OSFL by providing a robust mechanism for synthetic
data generation and distribution alignment: clients transmit
lightweight prompts [11] or statistics [22], while the server
leverages pre-trained or collaboratively refined DMs to syn-
thesize high-fidelity, domain-specific samples that mitigate
non-IID challenges and enhance global model accuracy. This
bidirectional enhancement enables efficient, scalable, and

privacy-resilient generative modeling across heterogeneous
edge networks.

Building on the synergy between OSFL and DMs, this
paradigm holds transformative potential across diverse real-
world domains. In healthcare, OSFL enables hospitals to col-
laboratively train personalized diagnostic models using DM-
generated synthetic medical images (e.g., MRIs or pathology
slides) from latent embeddings shared in a single round. This
approach preserves patient privacy while overcoming data si-
los and non-IID distributions across institutions [8, 23]. In
battery swapping networks, electric vehicle stations employ
OSFL with DMs to model spatiotemporal battery demand
patterns: edge stations upload compact usage statistics, and
the central server uses DMs to synthesize realistic demand
forecasts [24]. This optimizes inventory allocation without
exposing proprietary operational data [25]. In mobile crowd-
sensing, OSFL-DM frameworks facilitate collaborative envi-
ronment modeling; drones share lightweight visual or sensor
embeddings once [26], enabling a global DM to generate uni-
fied 3D terrain or obstacle maps for safe navigation, all while
minimizing communication in bandwidth-constrained aerial
networks [27, 28]. These applications underscore the scala-
bility, privacy, and adaptability of OSFL-DM integration in
mission-critical, data-heterogeneous systems.

As summarized in Table 1, while prior surveys have exten-
sively reviewed either OSFL techniques [12, 13] or the appli-
cation of generative models (including DMs) in multi-round
FL [14, 15], none has systematically addressed the bidirec-
tional integration of OSFL and DMs. Existing works either
treat DMs solely as tools within conventional multi-round
FL settings or analyze OSFL frameworks without exploring
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generative enhancement through modern diffusion architec-
tures. In contrast, our paper is the first comprehensive survey
that explicitly focuses on the emerging paradigm of OSFL
for DMs and DMs for OSFL. This work establishes a unified
taxonomy, identifies unique challenges (e.g., latent repre-
sentation design, single-round distribution alignment, and
edge-compatible diffusion), and presents novel insights for
both directions. These contributions collectively fill a critical
gap in the literature and outline a clear roadmap for achieving
communication-efficient and privacy-preserving generative
FL in heterogeneous edge environments.

In this article, we provide a comprehensive survey of
OSFL and propose a novel direction for exploring the rela-
tionship between OSFL and DMs. The key contribution of
this article can be summarized as follows.

• We conduct an in-depth analysis of the unique challenges
and design principles when combining OSFL and DMs
in edge environments, including latent representation de-
sign, single-round distribution alignment, privacy-utility
trade-offs under differential privacy, and resource-efficient
diffusion adaptation.

• To bridge this critical gap and systematically organize
this rapidly evolving field, we present the first systematic
and bidirectional survey on the integration of OSFL and
DMs. This survey explicitly categorizes the field into two
complementary yet underexplored research directions, i.e.,
OSFL for DMs and DMs for OSFL.

• We investigate representative real-world applications in
healthcare, battery-swapping networks, and mobile crowd-
sensing, showcasing the practical feasibility and supe-
riority of the OSFL-DM paradigm in mission-critical,
data-siloed scenarios. Moreover, we identify the existing
challenges of OSFL, including data heterogeneity and pri-
vacy constraints, and propose forward-looking research
directions to foster deep integration between OSFL and
DMs.

The remainder of this paper is structured as follows.
Section 2 introduces edge computing, federated learning, and
one-shot federated learning. Section 3 reviews diffusion mod-
els in edge computing scenarios. Subsequently, Section 4
presents the interplay between diffusion models and one-shot
federated learning. Section 5 discusses current applications.
Finally, we summarize existing challenges and future research
directions in Section 6.

2 OSFL in Edge Computing
The design philosophy of OSFL aligns well with edge com-
puting scenarios, making the development of a practical
OSFL framework for edge computing a promising research
direction. This section begins by discussing the conceptual
applications of edge computing and its existing challenges
(Section 2.1), thereby introducing FL (Section 2.2) and OSFL
(Section 2.3). Finally, we present the lessons learned (Section
2.4).

2.1 Edge Computing

Edge computing fundamentally shifts the cloud-centric
paradigm to the network edge—devices and nodes near data
generation sources [1]. This transition enables millisecond-
level latency [3], efficient bandwidth usage [5, 29], and
localized data processing [30]. Its adoption is propelled by
demands from 5G, IoT, and real-time applications, such
as distributed healthcare applications [31], real-time indus-
trial energy systems [24, 32], and obstacle detection for
autonomous vehicles [33]. The edge infrastructure, span-
ning from low-power sensors to base station-mounted edge
computing servers, creates a distributed computing system.
By processing data locally instead of routing it to distant
clouds, this model slashes end-to-end latency from hundreds
of milliseconds to under a few milliseconds, while offloading
backbone network traffic [1]. It also inherently supports the
data privacy requirements of regulations such as the General
Data Protection Regulation (GDPR) and the California Con-
sumer Privacy Act (CCPA) by minimizing the transmission
of raw data. However, achieving an efficient edge computing
framework remains challenging.

Edge computing environments are significantly more
complex than homogeneous cloud clusters, constrained by
three core challenges: resource heterogeneity [7, 8], network
dynamics [34], and energy sensitivity [35]. Device capabil-
ities span from milliwatt-level MCUs to hundred-watt-level
GPUs, with memory ranging from kilobytes to gigabytes.
Network conditions are volatile, with links switching between
Wi-Fi, 4G/5G, and LoRa, and are prone to severe packet
loss and bandwidth fluctuations [36]. Furthermore, the energy
constraints of battery-powered or energy-harvesting nodes
make communication—often consuming over 60% of total
power—a critical bottleneck [35]. Frequent data exchange
can rapidly deplete batteries, causing nodes to fail. This en-
vironment also exacerbates data silos, where device data
is highly non-independent and identically distributed (non-
IID) due to divergent user behaviors, local environments, and
sensor accuracies [37, 38].

2.2 Federated Learning

Federated learning [6], introduced by Google in 2017, oper-
ates on the principle of “moving the model, not the data”.
Edge devices train locally on private data and transmit only
model updates (e.g., gradients or parameters) to a central
server for aggregation, enabling collaborative learning with-
out sharing raw data. The widely-used FedAvg [6] algorithm
iteratively refines the global model through multiple rounds.
As shown in Figure 1(a), the server distributes the current
model, clients perform local SGD and submit updates, and
the server aggregates them using a data-volume-weighted
average before broadcasting an aggregated model.

Considering a system of K clients and one server collab-
orating to train a global model, where each client k possesses
a local dataset Dk ∈ Dk, where Dk is a local data distribu-
tion, the global optimization objective, without compromising
client privacy, is formulated as follows:

min
wg

L (wg) = min
wg

pkLk(wg), (1)
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Figure 1: Comparisons between the FL and OSFL frameworks. (a) Federated learning (FL): Multiple communication rounds
are required between the server and clients. (b) One-shot Federated Learning : Only a single communication round is required.

where L (·) and Lk(·) are the global and local loss func-
tions, respectively; pk is the aggregation weight satisfying
∑

K
k=1 pk = 1. In FedAvg, pk is set proportional to the local

data volume. This method has proven highly effective in har-
nessing idle computational resources across millions of edge
devices. Privacy protection is enhanced through techniques
such as homomorphic encryption [39, 40] and differential
privacy [41], which introduce noise into model updates to
mitigate model inversion attacks.

While FL excels in privacy preservation, its multi-round
communication protocol poses a significant performance bot-
tleneck in edge environments [8]. Constrained by limited
and unstable bandwidth, transmitting multi-megabyte model
parameters per round can incur communication latency of
seconds to minutes, resulting in a linear increase in overhead
with rounds (O(T × |wg|)), where T is the number of com-
munication rounds, and |wg| denotes model parameter size.
To reduce communication overhead, existing methods can be
categorized into model quantization, sparsification, and fewer
communication rounds, as summarized in Table 2. These ap-
proaches aim to reduce the communication overhead, either
in each round or in the total number of rounds.

• Model quantization: Model quantization reduces the data
volume of each communication transmission by lower-
ing the numerical precision of the updates [42–45]. Qu
et al. [44] proposed integrating quantization with clipped
SGD to mitigate the quantization error. To address the com-
putational overhead and convergence issues introduced by
quantization, Cui et al. [45] proposed an adaptive selection
of quantization levels based on data quality and commu-
nication capability. However, by reducing the bit-precision
of model updates, model quantization inevitably leads to a
slowdown in the convergence of FL.

• Model sparsification: Model sparsification involves se-
lecting only a subset of the most important parameters
for transmission, while ignoring those deemed to have a
minor impact on the model update [46–49]. adaMC [48]
proposed a joint optimization strategy for communica-
tion and computation that effectively improves the energy
efficiency and scalability of FL in resource-constrained
environments. Wei et al. [49] proposed a gradient sparsifi-
cation framework for FL over wireless channels to enhance

training efficiency without sacrificing convergence perfor-
mance. Similar to model quantization, model sparsification
also discards a portion of the update information, leading
to a delay in model convergence.

• Faster convergence: Model quantization and sparsifica-
tion aim to reduce the communication overhead |wg| per
round. Without compromising the model updates, these
methods aim to reduce the number of communication
rounds T required for model convergence [7, 8, 50, 51]. To
address the degradation in convergence efficiency caused
by aggregation loss, Deng et al. [8] proposed an adaptive
personalized model calibration method. The key idea of
AdaPC [51] is to adjust the aggregation period adaptively,
enabling the federated learning framework to achieve fast
convergence with minimal communication. However, a
critical problem persists: is it possible to reduce the re-
quired communication rounds to just one?

While quantization and sparsification reduce per-round
overhead, they often compromise model integrity; achiev-
ing convergence in a single communication round remains
the theoretical upper bound for efficiency in unstable edge
environments.

2.3 One-Shot Federated Learning

One-shot federated learning pushes the communication
rounds of FL to the extreme—as shown in Figure 1(b), clients
perform only one round of local training and upload the
model parameters [10], soft labels [11], or feature represen-
tations [22]. This reduces the communication overhead from
O(T ×|wg|) in conventional FL to just O(|wg|). The core as-
sumption of this paradigm is that, through well-designed local
training strategies and server-side fusion mechanisms, even
a single round of information exchange is sufficient to cap-
ture the common knowledge pattern present across distributed
data. Note that the OSFL setting typically operates under
several practical assumptions. Primarily, due to strict commu-
nication constraints in edge environments, clients participate
in only a single communication round without iterative feed-
back. Meanwhile, local data distributions across clients are
typically heterogeneous, which motivates collaborative learn-
ing without centralized data sharing. Furthermore, privacy
considerations prohibit the exchange of raw local data, and
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Table 2: A summary of communication efficiency FL includes model quantization, sparsification, and faster convergence.

Category Basic idea Method Weakness

Model quantization
By reducing the bit precision of the model in

each communication round, it reduces the
overall communication overhead.

QAFeL [42] Reducing the bit precision
inevitably degrades local model
performance, which in turn leads

to a delay in convergence.

FLoRA [43]
FedQClip [44]

LCO-AGQ [45]

Model sparsification
Transmitting only the most critical parameters
in each round lowers the total communication

overhead.

adaMC [46] The sparsification process can
discard important information

from model parameters, resulting
in convergence delay.

SparsiFL [47]
ANC [48]

[49]

Faster convergence

Reducing the number of rounds required for
model convergence, thereby achieving faster

convergence and lowering the total
communication overhead.

FedASA [7] The theoretically optimal scenario
is to achieve model convergence

with only a single round of
client-to-server communication.

pFedCal [8]
FedGau [50]
AdaPC [51]

only model parameters, feature representations, or distilled
knowledge are exchanged.

According to the uploading medium, existing approaches
can be broadly categorized into three main paths: data-based,
model-based, and feature-based, as summarized in Table 3.

• Data-based approaches: These methods propose a one-
shot upload of partial client data [9] or its distilled ver-
sion [52] to the server for global training. The underlying
assumption is that a minimal data subset can preserve the
essential information for model aggregation. For instance,
DOSFL [52] applies knowledge distillation to create a
compact, noise-like dataset from each client’s private data,
which is designed to be functionally meaningful only to the
specific global model being trained. However, uploading
any form of client data to the server, even in a distilled for-
mat, not only introduces significant privacy risks but also
fundamentally contradicts the privacy-by-design paradigm
of FL. This category represents the most primitive form of
OSFL implementation.

• Model-based approaches: Instead of uploading private
data, model-based methods generate data by leveraging
the model parameters sent by clients. It was theoreti-
cally demonstrated by Yang et al. [53] that multi-round
client models can guide diffusion models for synthetic data
generation. DENSE [10] and FedHydra [54] utilize the up-
loaded client model parameters to simultaneously optimize
an auxiliary generator and the global model. However, us-
ing model parameters, which are learned from client data,
to guide data generation inevitably introduces additional
data-to-model errors.

• Feature-based approaches: Similar to data-based meth-
ods, feature-based methods similarly aim to build a public
dataset on the server. Feature-based methods fully leverage
the capabilities of pre-trained generative models to synthe-
size data based on the features extracted from client data. A
representative example of this straightforward feature type
is the label description, as employed in [11, 55]. Addition-
ally, FedBiP [22] proposed the use of personalized features
to bridge the distribution gap between real and synthetic
data. Although these methods are highly promising, they
encounter challenges including the real-to-synthetic distri-
bution shift as well as data heterogeneity.

Overall, OSFL significantly reduces communication over-
head by limiting training to a single communication round.
However, its effectiveness largely depends on whether the
adopted paradigm is well-suited to the communication con-
straints, data heterogeneity, and privacy requirements of edge
environments.

2.4 Lessons

Edge devices deployed at the network edge are continuously
generating vast amounts of data. Limited communication
bandwidth and client privacy concerns hinder the transmis-
sion of this data to a central server. Although FL enables
the training of a global model by collaborating with multi-
ple clients without raising privacy concerns, its multi-round
client-server communication is not well-suited for heteroge-
neous edge environments. Existing studies reduce communi-
cation overhead through model quantization, sparsification,
and fewer communication rounds. However, both quantiza-
tion and sparsification compromise local model knowledge,
leading to convergence delay. While reducing the number of
rounds is a promising direction, it prompts a fundamental
question: is it possible, ideally, to achieve model convergence
with just a single round of communication?

OSFL has emerged as a solution that not only inher-
its the privacy-preserving features of FL but also requires
only a single round of client-server communication. The early
OSFL method, being data-based, raised privacy concerns as it
required uploading a portion of client data, even after distilla-
tion. Later studies introduced model-based and feature-based
methods, which rely on a pre-trained model at the server for
data generation to facilitate model training. While promising,
the feature-based approach faces key challenges: obtaining a
suitable pre-trained model, achieving personalization, and al-
leviating the real-to-synthetic distribution shift. Addressing
these open challenges represents a key direction for future
research in OSFL.

3 DMs in Edge Computing
Diffusion Models have emerged as a powerful new class
of generative models, garnering significant attention from
both academia and industry. This section begins by review-
ing the evolution (Section 3.1) and fundamental mechanisms
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Table 3: A summary of current OSFL methods includes data-based, feature-based, and model-based approaches.

Category Basic idea Method Publication Auxiliary
dataset

Pre-trained
model

Data-based One-shot upload partial data or distilled [9] Arxiv ’19 Yes No
data to the server for global model training. DOSFL [52] Arxiv ’21 Yes No

One-shot upload local model parameters
as prompts guides the pre-trained model’s

data generation process.

DENSE [10] NeurIPS ’22 No No
Model-based FedLMG [53] ICML ’25 No Yes

FedHydra [54] KDD ’25 No No
One-shot upload local extracted features

to guide the pre-trained model’s data
generation process.

FGL [55] Arxiv ’23 No Yes
Feature-based FedDEO [11] MM ’24 No Yes

FedBiP [22] CVPR ’25 No Yes

(Section 3.2) of DMs. Then we analyze their emerging appli-
cations in edge computing (Section 3.3) and propose a critical
taxonomy of lightweighting strategies (Section 3.4). Finally,
we summarize the lessons learned (Section 3.5).

3.1 The Evolution of Diffusion Models

The development of DMs represents a significant milestone in
generative modeling. Unlike traditional generative modeling
paradigms—such as Variational Autoencoders (VAEs) [56]
and Generative Adversarial Networks (GANs) [57]—DMs
learn data distributions through a forward progress and a
reverse denoising process, achieving a superior balance be-
tween training stability and generation quality. Specifically,
DMs consist of two coupled stages: a forward process, which
gradually perturbs data into an isotropic Gaussian prior,
and a reverse process, which reconstructs structured samples
from noise via neural approximation of ordinary or stochas-
tic differential equations (ODE/SDE) dynamics [58, 59].
This framework provides a stable, interpretable objective
and avoids the adversarial instability of GANs while out-
performing VAEs and energy-based models in fidelity and
diversity [60].

Early research, inspired by non-equilibrium thermody-
namics [61], led to the Denoising Diffusion Probabilistic
Model (DDPM) [16]. This model restructured the variational
objective to predict noise directly, enabling stable training
and achieving visual quality comparable to that of GANs.
Building on this foundation, subsequent advances such as the
Denoising Diffusion Implicit Model (DDIM) [62] and score-
based SDE formulations [59], significantly reduced sampling
steps while preserving high fidelity. Later, the Latent Dif-
fusion Model (LDM) [17] further improved efficiency by
performing diffusion in a compressed latent space, reduc-
ing computational cost by orders of magnitude and enabling
large-scale systems such as Stable Diffusion. Nowadays,
DMs have been widely applied to generation tasks, including
image [63], audio [64], video [65], and molecular genera-
tion, demonstrating remarkable generalization and distribu-
tion alignment. These capabilities have further highlighted
their potential in decentralized learning scenarios. Their ro-
bustness and adaptability make them particularly suitable
for privacy-sensitive and heterogeneous edge environments,
providing a solid foundation for integration with OSFL [66].

3.2 Fundamental Mechanism of Diffusion
Models

Diffusion Models are a class of probabilistic generative mod-
els that learn to reverse a gradual noising process to recover
the underlying data distribution and enable high-quality sam-
ple generation [16]. As illustrated in Figure 2, this mechanism
consists of two opposing processes: a fixed forward diffusion
process, in which data are progressively corrupted with Gaus-
sian noise according to a predefined variance schedule, and a
learnable reverse denoising process.

X0 X�−1 X� X�
… …

X0 X�−1 X� X�
… …

�(��|��−1)

��(��−1|��)

Diffusion 

Network

Denoising

Figure 2: Illustration of the forward and reverse diffusion
process in diffusion models. The forward diffusion process
progressively adds Gaussian noise to the data until it becomes
pure noise (top blue-dashed box), while the reverse process
learns to reconstruct the original data distribution from noise
(bottom red-dashed box).

3.2.1 Forward Process

The forward diffusion process q is a fixed (non-learnable)
Markov process that progressively corrupts a real data sample
x0 with Gaussian noise over T timesteps, producing a se-
quence of latent variables {x1,x2, . . . ,xT}. Formally, given the
initial sample x0, the joint distribution of this Markov chain
factorizes as

q(x1:T | x0) =
T

∏
t=1

q(xt | xt−1), (2)

where each transition q(xt | xt−1) is modeled as a Gaussian
distribution that injects scaled noise at step t,

q(xt | xt−1) = N
(√

1−βt xt−1, βtI
)
, (3)
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where βt ∈ (0,1) denotes the predefined noise variance sched-
ule, and I is the identity matrix. As the number of timesteps
T becomes sufficiently large, the forward process drives the
final latent variable toward an isotropic Gaussian distribution,
i.e.,, xT ∼ N (0,I).

A critical property of this Markovian process is that we
can sample xt at an arbitrary timestep t directly from x0 in a
closed form. By defining αt = 1− βt and ᾱt = ∏

t
s=1 αs, we

derive a closed-form expression that avoids iterative sampling
and thus enables efficient training:

xt =
√

α tx0 +
√

1−α tε, ε ∼ N (0, I). (4)

3.2.2 Reverse Process

In essence, DMs aim to learn a parameterized reverse denois-
ing process, pθ , that iteratively recovers the data distribution,
starting from the prior noise p(xT ) = N (0,I). The reverse
process is also a Markov chain:

pθ (x0:T ) = p(xT )
T

∏
t=1

pθ (xt−1 | xt), (5)

where the transition probability pθ (xt−1|xt) is modeled as a
Gaussian distribution, whose parameters are predicted by a
neural network θ (typically a U-Net):

pθ (xt−1 | xt) = N
(
µθ (xt , t),Σθ (xt , t)

)
, (6)

where µθ (xt , t) and Σθ (xt , t) are the mean and variance of the
Gaussian distribution, respectively.
3.2.3 Training Objective

Theoretically, training DMs requires maximizing the data
log-likelihood, which often involves optimizing a complex
evidence lower bound (ELBO). However, Ho et al. [16]
achieved a revolutionary breakthrough by greatly simplifying
the training objective.They found that by reparameterizing the
mean µθ and fixing the variance Σθ (as a constant related
to βt ), the neural network εθ (xt , t) can be trained to directly
predict the noise ε (ε ∼ N (0,I)) added at timestep t.

Consequently, the training objective is simplified to a
Mean Squared Error (MSE) loss function, minimizing the
difference between the predicted noise and the true noise:

Lsimple = Et,x0,ε

[
∥ε − εθ (xt , t)∥2

]
, (7)

where t is uniformly sampled from {1, . . . ,T} and εθ (xt , t)
denotes the model’s approximation of the true noise ε . This
formulation reframes the complex probabilistic modeling
problem into an intuitive, efficient denoising auto-encoding
task, making the training process of DMs exceptionally stable
and straightforward to implement.
3.2.4 Extensions and Summary

Furthermore, DMs can be extended to conditional diffusion
models [67, 68], where the denoise network is conditioned
on an auxiliary variable y (e.g., class labels, textual prompts,
or multimodal features), yielding εθ (xt ,y, t) and enabling se-
mantically controllable generation [17]. During sampling,

DMs start from Gaussian noise xT ∼ N (0, I) and progres-
sively denoise it through the learned reverse diffusion process
to obtain the final sample x0. Although the original DDPM
typically requires thousands of sampling steps and thus suf-
fers from slow inference, subsequent variants such as DDIM
and LDM substantially improve sampling efficiency [17, 62].

Overall, DMs explicitly model the noise distribution and
reverse process, achieving high-quality generation with stable
optimization. Their interpretable training objective and gradi-
ent stability make them well-suited for data-scarce, privacy-
sensitive, and heterogeneous settings (e.g., edge computing
and federated learning), providing the theoretical foundation
for subsequent discussions.

3.3 Diffusion Models in Edge Computing

Edge computing, as a distributed computing paradigm, de-
ploys data processing and computational resources to the
network edge near data generation sources (e.g., IoT de-
vices, mobile terminals, or intelligent sensors) [1, 69, 70].
This architecture aims to reduce latency, minimize bandwidth
consumption, and bolster privacy protection [20, 70]. Nev-
ertheless, the efficacy of this paradigm is often challenged
by inherent limitations of edge nodes, including constrained
computational capacity, unstable communication links, and
data heterogeneity, which hinder the efficient operation of
conventional deep generative models. Within this context,
DMs, with their robust training mechanisms and superior
data generation capabilities, have emerged as a supportive
technology for edge computing scenarios [18–20].

• Data augmentation and distribution alignment. Edge
nodes often suffer from limited data volume and imbal-
anced class distributions, leading to overfitting and poor
generalization. DMs trained locally or in the cloud can
generate high-fidelity samples to augment scarce data
and alleviate Non-IID issues effectively. In medical imag-
ing, DDPMs [16] have been synthesized underrepresented
classes to improve diagnostic accuracy without explor-
ing raw patient data [71]. Similarly, LDM [17] generates
high-quality samples in a compressed latent space, signif-
icantly reducing computational and storage costs for edge
deployment.

• Privacy preservation and Secure Generation. In
privacy-sensitive domains such as healthcare, finance, and
the Industrial Internet of Things (IIoT), DMs can syn-
thesize semantically consistent data without revealing raw
information [72]. This mechanism enables secure collab-
oration and model optimization under strict privacy con-
straints. For example, in smart home and industrial moni-
toring applications, conditional diffusion models have been
deployed to reconstruct anomalous or missing sensor data
from noise [73, 74]. Such generative privacy-preserving
strategies establish a secure foundation for subsequent
federated optimization and cross-node collaboration.

• Multimodal and Collaborative Generation. As
edge–cloud collaborative intelligence advances, DMs are
extending from single-modality generation to multimodal
and cross-device collaboration. By jointly modeling visual,
auditory, textual, and sensory data, they enable seman-
tically consistent multimodal generation and interaction



42 Chen et al. / J. Intell. Comput. Netw. 2026 2(1):35–54

Table 4: A summary of lightweight Diffusion Models categorized by their optimization strategies for edge deployment.

Category Basic idea Method Main Weakness

Sampling Acceleration
Reducing inference latency on

reducing the denoising steps by solver
design or knowledge distillation.

DDIM [62] Aggressive step reduction often
leads to fidelity loss or requires

high training costs.
InstaFlow [75]

ADD [76]

Model Compression
Reducing model size and memory
footprint by quantization, pruning,
or lightweight architecture design.

PTQ-Diffusion [77] These methods face quality
degradation, which may require

costly fine-tuning to recover.
LD-Pruner [78]
BK-SDM [79]

Data Flow Optimization
Optimizing data and gradient flow
during inference stage to reduce

computation and communication cost.

LDM [17] Methods are constrained by
auxiliary models or the frozen

backbone’s capacity.
LoRA [80]

ControlNet [81]

at the network edge. Recent works integrate DMs with
state space models (SSMs) to enhance temporal reason-
ing [82], while collaborative generation through shared
latent representations achieves distribution-robust infer-
ence across devices [22]. These paradigms align closely
with the architecture of federated and edge intelligence
systems.

In summary, DMs in edge computing are evolving from
cloud-side verification to on-device deployment, showing
strong potential in data augmentation, privacy protection,
and system optimization. With advances in lightweight de-
sign and distributed inference, they are expected to underpin
privacy-preserving and efficient federated learning, laying the
foundation for OSFL and next-generation edge intelligence.

3.4 Taxonomy of Diffusion Models for Edge
Computing

The deployment of DMs in edge computing is fundamen-
tally challenged by their resource-intensive nature, which
contrasts sharply with the limited capacity of edge devices.
To address this, recent studies propose various lightweighting
strategies that systematically reduce the model’s computa-
tional, memory, and latency overheads. This section presents
a taxonomy of lightweighting strategies [83], broadly catego-
rized into three main paths according to the bottleneck they
address: sampling acceleration, model compression, and data
flow optimization, as summarized in Table 4.

• Lightweighting via Sampling Acceleration. These meth-
ods directly tackle the prohibitive inference latency caused
by the iterative denoising process. The core idea is to
reduce the required sampling steps from hundreds or thou-
sands to just a few without compromising generation qual-
ity. For instance, DDIM [62] reformulates the diffusion
process as an ODE for deterministic and fast sampling,
while InstaFlow [75] achieves high-quality one-step gen-
eration through rectified flows. Another major avenue uses
knowledge distillation (KD), such as adversarial diffusion
distillation (ADD) [76], which trains a compact student
model to match the teacher’s output in a single step. How-
ever, despite these advances, achieving ultra-fast inference
under strict edge latency remains an open challenge.

• Lightweighting via Model Compression. This category
focuses on reducing the memory footprint of DMs, typi-
cally dominated by U-Net backbones with hundreds of mil-
lions of parameters. Methods such as PTQ-Diffusion [77]
apply post-training quantization to convert FP32 weights
into low-precision formats, while LD-Pruner [78] performs
structured pruning guided by parameter importance. More
recently, BK-SDM [79] replace redundant residual and at-
tention blocks to achieve drastic reductions in FLOPs and
latency. Although effective, aggressive compression may
still lead to quality degradation, calling for better trade-offs
between model size and fidelity.

• Lightweighting via Data Flow Optimization. This
paradigm shifts the focus from model structure to the
data and gradient flow during inference and adapta-
tion.LDM [17] operates in a compressed latent space,
greatly reducing data dimensionality and computational
cost. For model adaptation, PEFT [80, 84] freezes the large
backbone and updates only a small set of adapters, while
ControlNet [81] trains lightweight auxiliary branches for
conditional control. These strategies significantly reduce
on-device fine-tuning costs, making local adaptation feasi-
ble. Nonetheless, optimizing data flow non-IID edge data
distributions remains a major bottleneck for large-scale
deployment.

In summary, lightweight diffusion strategies aim to re-
duce the computational and memory overhead of generative
models through model compression, efficient sampling, and
architectural optimization, making diffusion models increas-
ingly feasible for deployment in resource-constrained edge
environments.

3.5 Lessons

Our review of DMs, particularly the taxonomy of lightweight-
ing strategies (Section 3.4), highlights several critical lessons.
Major obstacles to on-device inference—such as high latency
and massive memory footprints—are being progressively al-
leviated through sampling acceleration and model compres-
sion. Meanwhile, PEFT techniques have markedly lowered
local adaptation costs, enabling efficient deployment on edge
devices.

However, despite these advances, lightweight DMs alone
do not resolve the collaborative training bottleneck inherent in
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distributed learning settings. As summarized in Section 2, tra-
ditional multi-round FL is ill-suited for the edge, while OSFL
represents a promising paradigm to overcome this limitation.

These observations lead to a pivotal question: can DMs
serve as high-quality generative engines compatible with
OSFL, and can OSFL provide the minimal-communication
framework necessary to coordinate DMs across distributed
edge nodes? Exploring this mutual and highly complemen-
tary relationship defines the technical core of this survey and
naturally leads to Section 4 where we investigate how dif-
fusion models and OSFL can be integrated into a unified
edge-intelligent paradigm.

4 Diffusion Models Meet OSFL
OSFL is an efficient FL variant that minimizes communica-
tion by aggregating knowledge from clients in a single round,
often via knowledge distillation or synthetic data generation.
DMs, which generate high-fidelity data through iterative de-
noising, have become a key tool in this context. This section
discusses the synergy between DMs and OSFL: first defin-
ing a conceptual framework for positioning existing studies
(Section 4.1), using OSFL to train DMs (Section 4.2), apply-
ing DMs to improve OSFL (Section 4.3), and summarizing
insights from recent advances (Section 4.4).

4.1 Conceptual Framework and Method Posi-
tioning

While DMs have also been explored in conventional multi-
round federated learning settings, this survey primarily fo-
cuses on their integration within the OSFL paradigm, which
targets extreme communication and resource constraints in
edge intelligence scenarios. By delineating this scope, we
emphasize the unique challenges of single-round knowledge
coordination and distinguish our discussion from approaches
based on iterative multi-round training or fully centralized
diffusion model optimization.

The integration of OSFL and DMs entails trade-offs
among communication efficiency, computational overhead,
and personalization requirements. Existing studies can be
categorized into two primary integration paradigms: OSFL
for DMs and DMs for OSFL. OSFL for DMs focuses on
the collaborative training or adaptation of diffusion models
themselves under strict single-round communication con-
straints [21]. In this context, the diffusion model serves as
the primary optimization target [85], while OSFL provides
the distributed training and aggregation framework. In con-
trast, the DMs for OSFL paradigm leverages the generative or
representational capabilities of DMs to enhance the one-shot
aggregation process [10, 86, 87]. Typical strategies include
synthesizing proxy data to mitigate distribution shifts or em-
ploying generative priors to facilitate single-round knowledge
distillation. While these two paradigms may share underlying
technical components, they differ fundamentally in their opti-
mization objectives and systemic roles. OSFL for DMs aims
to achieve the convergence of high-dimensional generative
models despite extreme communication limits, whereas DMs
for OSFL treats the generative model as an ”auxiliary prior” to

enhance the aggregation quality of traditional federated mod-
els. To clarify the synergy and technical boundaries between
these two integration paradigms, we establish a conceptual
framework based on three orthogonal dimensions:

• Communication Object and Bottleneck: In OSFL for
DMs, the primary challenge lies in the transmission of
massive model parameters (e.g., U-Net backbones), neces-
sitating PEFT [84] or model-based strategies [87] to fit
single-round constraints. In contrast, in DMs for OSFL,
the focus shifts to exchanging lightweight latent represen-
tations or prompts to guide server-side synthesis [10]. This
approach aims to effectively mitigate the real-to-synthetic
distribution shift with minimal bandwidth consumption,
enabling the server to reconstruct data proxies that capture
local statistical properties without raw data exchange.

• Personalization Level: Existing methods differ substan-
tially in the extent of client-specific adaptation [88]. Some
approaches focus on learning a unified global genera-
tive prior 4.3) [10], while others incorporate lightweight
adapters (e.g., LoRA) to strike a balance between
global knowledge sharing and local domain specialization
(Section 4.2) [89].

• Edge Constraints: The dependence on edge com-
putational resources varies markedly across strategies.
Paradigms involving on-device diffusion training (Section
4.2) impose substantial memory and energy burdens, mak-
ing them suitable for high-end edge servers. In con-
trast, approaches leveraging pre-trained generative priors
(Section 4.3) typically require only lightweight local pro-
cessing, rendering them highly compatible with resource-
constrained IoT environments.

This framework clarifies the conceptual boundaries be-
tween the two integration paradigms and provides a structured
perspective for understanding existing approaches across
communication characteristics, personalization levels, and
edge resource constraints.

4.2 OSFL for Diffusion Models

In this subsection, we discuss how to leverage OSFL for
training DMs, where the diffusion model is the primary op-
timization target, focusing on adapting its high-dimensional
parameters to edge data in a single round. Prior to this, we first
examine how DMs are trained within the FL framework. FL
for DMs often requires multiple rounds of update aggregation
in order to align with the models’ inherent multi-step de-
noising procedure [90]. Building upon the FedAvg algorithm,
Goede et al. [91] trained a denoising DM. By innovatively
leveraging the underlying UNet backbone, they reduced the
volume of parameters exchanged during training by up to
74% compared to the naive FedAvg approach, with com-
parable image generation quality to centralized training. To
address the need for multi-modal data fusion in remote sens-
ing and the limitations of existing DMs confined to single
modalities and single clients, Li et al. [89] proposed Fed-
Diff. The core of this framework is a dual-branch DM, which
processes data from different modalities separately and es-
tablishes complementary connections through their intrinsic
denoising steps. Furthermore, Yoon et al. [85] proposed the
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VQ-FedDiff algorithm for training DMs in an FL setting. It
is a personalized approach that can generate higher-quality
images while reducing the risk of privacy leakage to a level
comparable to that of a secure model trained only locally.

While there has been some research on training DMs
using FL, employing OSFL for DM training remains a rel-
atively unexplored research direction. We note that Peng et
al. [21] have proposed a pioneering one-shot scheme. In
[21], FedDDPM introduced server-side refinement using aux-
iliary datasets to correct local biases during aggregation. To
adapt this to one-shot scenarios, enhanced variants such as
FedDDPM+ employ a single corrective step on the server,
detecting slow-converging models and applying one-shot ad-
justments with synthetic data reflecting global distributions.
This enables convergence in non-convex settings typical of
DMs’ U-Net architectures, with theoretical guarantees under
non-IID conditions. However, this study does not achieve the
implementation of OSFL for DM training.

Based on a summary of existing research, it has been
found that combining the inherent complexity of DMs with
the stringent constraints of OSFL gives rise to a series of
unique and difficult-to-overcome challenges.

• Conflict between model parameters and single-round
communication. DMs (e.g., those based on U-Net) contain
a massive number of parameters. Even transmitting a com-
pressed or partial subset of these parameters within a single
OSFL communication round can cause significant network
overhead. Transmitting all parameters once within the sin-
gle communication round of OSFL places an unbearable
burden on bandwidth [92].

• Effective knowledge aggregation within a single round.
Client data is typically non-IID. This distributional hetero-
geneity complicates the alignment of knowledge learned
from different clients within a single communication
round. With only one communication round in OSFL, it
is challenging to effectively fuse knowledge from diverse
distributions through simple model averaging, which easily
leads to a degradation in generation quality [93].

• Privacy leakage risks in generative models. From a
threat model perspective, adversaries or an “honest-but-
curious” server may attempt to infer sensitive information
from shared model updates or generated outputs. DMs pos-
sess a strong capacity for memorization, which can inad-
vertently encode sensitive patterns from local training data
into model parameters or latent features. Consequently,
under vexplicit attacks such as model inversion [94] or at-
tribute inference [95], shared model updates or generated
features may implicitly contain sufficient information to
reconstruct private data characteristics, creating potential
privacy leakage hazards even in OSFL setting [96].

• Client-side computational and energy demands. DMs
are characterized by computationally intensive training and
inference procedures, which involve numerous iterative
steps. This multi-step nature results in high computational
and energy demands that are difficult to meet under typ-
ical edge resource constraints. Consequently, deploying
DMs on edge devices poses significant challenges to both
computational capacity and battery life [92].

In summary, applying OSFL to DMs enables collabo-
rative generative model training under strict communication
constraints. However, the large model size and complex gen-
erative dynamics of diffusion models make efficient knowl-
edge aggregation and model synchronization particularly
challenging in one-shot settings.

4.3 Diffusion Models for OSFL

Unlike OSFL for DMs, the application of pre-trained DMs
in OSFL has been extensively demonstrated. In this subsec-
tion, we first introduce the contributions of DMs to FL, and
then discuss their usefulness for OSFL. The data generation
capability of DMs can be used to address challenges of F,L
such as data heterogeneity, privacy attacks, and parameter
aggregation, as summarized in Table 5.

• Data heterogeneity. DMs mitigate the data heterogene-
ity problem by virtue of their ability to generate high-
quality, diverse, and balanced synthetic datasets [97–100].
Wang et al. [97] proposed FedDifRC, a framework that
utilizes the rich semantic guidance from text-to-image dif-
fusion models to alleviate data heterogeneity. Furthermore,
CRFed [98] introduced a data harmonization mechanism
that employs data augmentation, noise injection, and itera-
tive denoising to reduce data distribution disparities among
nodes and ensure consistent model updates. In [100],
the authors proposed utilizing DMs to generate synthetic
data to address data imbalance in industrial and medical
domains.

• Privacy attacks. The powerful generative capability of
DMs poses privacy risks such as generative reconstruc-
tion and membership inference attacks. These attacks
may enable adversaries to memorize and expose sensi-
tive training data details, potentially leading to inadvertent
privacy leakage when model updates or synthetic sam-
ples are shared [101, 102]. Gu et al. [101] proposed
GGDM, a novel training-free attack method that innova-
tively leverages pre-trained DMs. It enables the recon-
structed images to closely mirror the private information
of the original data. To mitigate these risks, researchers
have explored both reactive and proactive defenses. For
federated unlearning, Liu et al. [102] proposed FedDM,
which uses a diffusion model to generate noisy data
for precisely forgetting specific knowledge without com-
promising overall model performance. Furthermore, for
practical deployment, we recommend incorporating differ-
ential privacy [72] during the noise prediction process and
employing secure aggregation for one-shot updates to sys-
tematically enhance the privacy resilience of OSFL-DM
systems [22].

• Parameter aggregation. Furthermore, DMs can also be
applied to the aggregation of personalized models [103–
105]. In [103], pFedGPA proposed a generative parameter
aggregation framework. This method deploys a DM on the
server side, which utilizes a parameter inversion technique
to transform the parameters uploaded by each client into
latent codes. These codes are then aggregated through the
denoising sampling process of the diffusion model to gen-
erate a set of personalized parameters for each client. This
non-linear aggregation approach effectively decouples the
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Table 5: A summary of the roles of DMs in FL includes data heterogeneity, privacy attacks, and parameter aggregation.

Category Basic idea Method Publication Intermediary

Data heterogeneity

DMs mitigate the data heterogeneity
problem by virtue of their ability to
generate high-quality, diverse, and

balanced synthetic datasets.

FedDifRC [97] ICCV ’25 Data
CRFed [98] NeurIPS ’24 Data
FL-DiG [99] TCSS ’25 Data

Gen-FedSD [100] BigData ’24 Data

Privacy attacks Leverage client-side updates to guide
DMs in generating private data.

GGDM [101] WWW ’24 Gradient
FedDM [102] Arxiv ’24 Gradient

By mitigating client dift among all
nodes through DMs, so as to guide
client selection and data sampling.

pFedGPA [103] AAAI ’25 Parameter
Parameter aggregation DDGR [104] Arxiv ’24 Parameter

FedDiffRec [105] ICASSP ’25 Parameter

complexity of the global parameter distribution from that
of individual clients.

Regarding the application of DMs to OSFL, their princi-
pal application lies in enabling the OSFL training workflow.
As summarized in Table 3, it can be observed that both model-
based and feature-based approaches can leverage pre-trained
DMs to achieve one-shot communication. Pre-trained DMs
serve as a key module in OSFL to enable efficient one-shot
communication [11, 22, 53, 55, 86, 87]. FedDISC [87] pro-
posesd that the server utilizes a small amount of stylistic
and semantic features extracted from the clients to guide a
pre-trained DM. This model then generates a high-quality
synthetic dataset that conforms to the client data distribution,
which is subsequently used to train a global model. Addition-
ally, Zaland et al. [86] proposed OSCAR, aiming to address
the high computational and communication overhead caused
by the requirement for pre-trained DMs to train additional
classifiers on the client side. However, several challenges re-
main to be addressed, e.g., how to obtain pre-trained DMs,
the real-to-synthetic distribution shift, and privacy concerns
regarding pre-trained DMs.

• How to obtain pre-trained DMs. In edge computing
scenarios, pre-trained DMs are typically large, posing a
significant challenge for resource-constrained edge devices
e.g., smartphones and IoT devices. The acquisition process
involves downloading the model from a central server [22].
However, limited edge network bandwidth and high la-
tency can lead to transmission failures or excessively long
download times. Furthermore, insufficient device storage
and computational power make it difficult to store or load
these models efficiently. Additionally, pre-trained models
suitable for specific tasks are not readily available in all
edge scenarios, and customized training on the edge side is
highly challenging.

• The real-to-synthetic distribution shift. Pre-trained DMs
excel at generating synthetic data to augment local datasets
in OSFL. However, a significant distribution shift ex-
ists between the synthetic and real-world data. In edge
computing, real data typically originates from specific de-
vice environments (e.g., sensor data, user behavior) and is
characterized by noise, diversity, and temporal dynamics.
In contrast, synthetic data generated by pre-trained DMs
tends to align more with a generic distribution, leading to
poor model generalization. To protect privacy and conserve
bandwidth, clients usually upload only highly compressed

data representations, e.g., the model parameters [10], soft
labels [11], or feature representations [22]. Yet, this con-
densed information may be insufficient to fully reconstruct
the complex distribution of the original real data.

• Privacy concerns regarding pre-trained DMs. The ap-
plication of pre-trained DMs in OSFL involves privacy
risks, as these models may retain sensitive information
from their training data (such as biases learned from public
datasets or reversible inferences of original samples) [101].
In edge computing, when DMs are used locally on devices
to generate data, sharing or aggregating model parame-
ters with the server could expose user-private data through
model inversion attacks or membership inference attacks.
Furthermore, if synthetic data closely resembles real data,
it may indirectly reveal personal information (e.g., gener-
ated user portraits or location data).

In short, DMs enhance OSFL by generating high-fidelity
synthetic data to mitigate non-IID challenges and data
scarcity. The core objective shifts from traditional weight
aggregation to aligning latent representations, which effec-
tively bridges the real-to-synthetic distribution gap while
maintaining strong privacy guarantees.

4.4 Lessons

The integration of DMs and OSFL represents an emerging
paradigm that, while not yet fully explored, holds significant
promise. This approach can effectively address data hetero-
geneity and privacy concerns within a single communication
round, while also improving the training efficiency of gener-
ative models under a federated learning framework. In light
of recent research developments, this paper first establishes
the conceptual framework and method positioning of two in-
tegration paradigms, followed by summarizing key insights
and lessons from two primary perspectives: (1) methods for
training DMs based on OSFL, and (2) approaches to enhance
OSFL performance using DMs.

OSFL for DMs focuses on the federated training of the
DMs themselves within the OSFL framework. It achieves
collaborative and privacy-preserving generative model train-
ing by having clients upload their local representations in a
single round. However, existing research still faces several
challenges, such as the conflict between model parameters
and single-round communication, the difficulty of effective
knowledge aggregation within a single round, privacy leakage
risks in generative models, and high client-side computational
and energy demands.
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In FL, DMs can address its inherent data heterogene-
ity issues, enable privacy attacks, and facilitate parameter
aggregation. In the OSFL framework, DMs serve as a gen-
erative tool to synthesize client data proxies within a single
communication round, thereby avoiding multiple iterations
and reducing data leakage risks. The core concept involves
leveraging server-side pre-trained DMs to generate synthetic
datasets for efficient global model training. However, in the
context of edge computing, several challenges remain to
be addressed, such as how to obtain pre-trained DMs, the
real-to-synthetic data distribution shift, and privacy concerns
associated with the pre-trained models.

5 Applications
The theoretical integration between DMs and OSFL, as dis-
cussed in Section 4, provides a powerful framework for
deploying privacy-preserving generative AI in real-world set-
tings. The inherent characteristics of edge computing environ-
ments—such as data sensitivity, constrained communication,
and the need for low-latency responses—make this frame-
work particularly suitable for several critical application do-
mains. This section examines how this unified paradigm can
be instantiated in three representative application scenarios:
healthcare (Section 5.1), battery swapping networks (Section
5.2), and Mobile Crowdsensing networks (Section 5.3).

5.1 Healthcare

The healthcare domain presents a clear and compelling use
case. Medical data, such as Magnetic Resonance Imaging
(MRI) or Computed Tomography (CT) scans, is protected by
stringent privacy regulations (e.g., HIPAA or GDPR) and is
consequently siloed within individual hospitals. Aggregating
this data to train a robust global diagnostic model is a pri-
mary goal. While traditional FL offers a privacy-preserving
baseline, its multi-round communication cost is a significant
barrier.

The DMs for OSFL paradigm offers a promising so-
lution [106]. In this model, edge hospitals (clients) train
models on their private local data. These clients can employ
lightweight, personalized FL strategies to efficiently capture
local data characteristics, such as those explored in pFed-
Cal [8]. After local training, the clients perform a single
communication round, uploading only abstracted parameters
or distilled features. The central server aggregates this one-
shot information to guide a robust, central diffusion model.
This DM then generates a large-scale, high-fidelity, and
privacy-safe synthetic medical dataset. Frameworks like Fed-
Drip [107] further demonstrate this approach, using diffusion-
generated images at a ’pseudo-site’ to enhance model gen-
eralization and overcome data scarcity in non-IID medical
datasets. This synthetic dataset, which captures the statistical
properties of the global data distribution without containing
any real patient data, is subsequently used to train a high-
performance global diagnostic model, effectively mitigating
the real-to-synthetic distribution shift.

5.2 Battery Swapping

Battery swapping networks (BSNs) for electric vehicles
(EVs) and electric bicycles represent a critical IoT-edge
application, characterized by highly dynamic and hetero-
geneous demand patterns. Due to their large-scale urban
deployment, each swapping station continuously generates
real-time spatiotemporal data regarding local battery usage,
charging status, and user mobility flows. Modeling and bal-
ancing such networks remain significant challenges. Prior
studies have highlighted this complexity; for example, Zhou
et al. [25] demonstrated the need for spatio-temporal recom-
mendation techniques to balance electric scooter swapping
networks. However, city-wide logistics optimization and de-
mand prediction require aggregating knowledge from all
stations, which is hindered by commercial sensitivity and the
high communication overhead typically inherent in traditional
multi-round FL.

This scenario is ideally suited for the DMs for OSFL
paradigm. In this framework, battery swapping stations per-
form local training to capture their unique demand distri-
butions and upload their model updates to the server only
once. The server then leverages this aggregated knowledge to
guide a powerful generative model. A prime example of this
synergy is presented by Cheng et al. [24], who introduced
a Knowledge-guided Diffusion model (KGDM) for the pre-
diction of cross-city battery swap demand. By incorporating
domain knowledge into the diffusion process, this approach
enables significantly more accurate spatio-temporal predic-
tion than traditional forecasting methods. This OSFL+DM
framework therefore preserves sensitive station-level data
while enabling accurate city-scale demand prediction and
logistics planning.

5.3 Mobile Crowdsensing

Mobile crowdsensing (MCS) is a practical paradigm of edge
intelligence, in which numerous mobile users and devices
collaboratively collect and upload sensing data to support
large-scale urban analytics [108]. Each participant typi-
cally operates under stringent constraints on computation,
energy, and wireless bandwidth, while producing hetero-
geneous data streams from cameras, wearable sensors, or
smartphones [109]. Real-world deployments reveal that MCS
environments are inherently dynamic: participating devices
exhibit diverse hardware capabilities, mobility patterns, and
intermittent connectivity, requiring adaptive scheduling and
robust communication [28, 110, 111]. Many tasks—such as
crowd monitoring, traffic flow estimation, and anomaly de-
tection—require a careful balance among latency, sensing
accuracy, and energy consumption, as demonstrated in edge-
assisted mobile sensing systems [27]. These characteristics
render traditional multi-round FL impractical, since frequent
synchronization is incompatible with fluctuating link quality
and opportunistic participation patterns in MCS networks.

This setting aligns well with the OSFL for DMs paradigm.
Each participant performs local adaptation on a lightweight
diffusion model—often through parameter-efficient tuning
such as LoRA [80]—to learn task-specific latent representa-
tions, such as scene-conditioned sensing or mobility-aware
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prediction. When connectivity is available (e.g., upon encoun-
tering a WiFi hotspot or returning to a charging station),
devices upload their local updates in a single communica-
tion round. The server aggregates these one-shot updates to
maintain a global diffusion model, which is then redistributed
to participants to guide future sensing tasks. This approach
minimizes communication overhead while enabling robust
collaborative learning in highly dynamic and resource-limited
mobile crowdsensing systems.

6 Conclusion and Future Direc-
tions

This section synthesizes the key insights derived from our ex-
amination of the OSFL–DM paradigm and highlights their
broader implications for edge intelligence. Building on the
analyses and applications presented earlier, we summarize the
key lessons learned (Section 6.1)and outline the remaining
challenges that motivate future research directions(Section
6.2) in communication-efficient and generative edge learning.

6.1 Insights and conclusion

This survey provides a comprehensive investigation into
the integration between OSFL and DMs, two paradigms
that naturally complement each other in heterogeneous,
communication-constrained edge environments. Building
upon the foundations established in the introduction, our anal-
ysis reaffirmed that OSFL addresses a fundamental bottleneck
of edge intelligence—namely the prohibitive communica-
tion cost of traditional multi-round FL—by enabling global
aggregation through a single exchange of compact represen-
tations. However, its effectiveness critically hinges on the
availability of expressive generative mechanisms capable of
mitigating non-IID data divergence, representation sparsity,
and real-to-synthetic distribution mismatch.

Diffusion models naturally fill this critical void by gen-
erating high-fidelity data, performing latent-space recon-
struction, and aligning distributions. To enable client-side
deployment, recent advances in latent diffusion architec-
tures, sampling acceleration, parameter-efficient adaptation
(e.g., LoRA), and model compression techniques have sig-
nificantly lowered inference and adaptation barriers. How-
ever, lightweight inference alone does not solve the collab-
orative learning bottleneck. This necessitates a synergistic
approach in which OSFL provides a principled, minimal-
communication pathway to federate diffusion models. At the
same time, DMs enhance OSFL by providing robust gen-
erative priors that compensate for heterogeneity and data
scarcity.

Furthermore, this OSFL–DM synergy extends beyond
theoretical frameworks, demonstrating practical viability
in mission-critical domains, including privacy-preserving
healthcare collaboration, spatiotemporal battery-demand pre-
diction in swapping networks, and environmental modeling
for mobile crowdsensing systems. Collectively, these insights
highlight OSFL–DM integration as a promising foundation
for next-generation generative, collaborative, and privacy-
aware edge AI.

6.2 Existing Challenges and Future Directions

Building on the foundations laid in this survey, several criti-
cal avenues for future research emerge to address unresolved
challenges in resource constraints, temporal dynamics, trust,
and heterogeneity.

• Hardware-Aware Generative Edge AI. The severe re-
source constraints on edge devices require moving beyond
theoretical lightweighting. Future research should explore
hardware–algorithm co-design for DMs, including ultra-
low-bit quantization (< 4-bit) and accelerators tailored to
iterative denoising, ensuring that computational and energy
costs remain compatible with highly constrained platforms
such as micro-UAVs [27].

• Lifelong and Continual OSFL-DM Adaptation. Most
OSFL methods assume a static data snapshot, whereas
real-world edge environments undergo continuous non-
stationary drift [112]. A key direction is extending OSFL-
DM toward lifelong adaptation frameworks that integrate
continual learning principles with diffusion-based updates,
enabling global models to evolve over time without catas-
trophic forgetting.

• Heterogeneity-Robust One-Shot Aggregation. Non-IID
data and heterogeneous device capabilities remain major
bottlenecks in single-round aggregation. Future frame-
works may incorporate heterogeneity-resilient mecha-
nisms such as knowledge trimming [23] and adaptive
calibration to align diverse local latent distributions during
the one-shot aggregation process [8].

• Trustworthy, Verifiable, and Auditable Systems. Be-
yond privacy considerations, deploying generative models
at the edge introduces broader challenges in trust and
accountability. Promising directions include differentially
private diffusion models [72] for one-shot settings, ver-
ifiable generation mechanisms to prevent synthetic data
from encoding sensitive attributes, and auditable pipelines
for detecting backdoors or biases in aggregated global
models—particularly in safety-critical applications such as
healthcare.

• Multimodal and Controllable Synthesis. Edge applica-
tions are inherently multimodal. Future OSFL-DM sys-
tems should support multimodal synthesis that integrates
visual, textual, LiDAR, and RF modalities, while enabling
fine-grained controllable generation via lightweight con-
ditioning mechanisms that translate high-level objectives
into precise domain-specific synthetic samples [113].

In summary, advancing OSFL-DM research requires address-
ing efficiency, robustness, trust, and multimodality at their
intersection. These future directions outline a pathway toward
scalable, privacy-preserving, and generative intelligence for
next-generation edge ecosystems.
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